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I. Introduction 

 
Before enactment of the Health Information Technology for Economic and Clinical 

Health (“HITECH”) Act in 2009, there were very few examples of enforcement action for 
reported violations of the HIPAA Privacy Rule or Security Rule.  Perhaps in response to 
widespread criticism about lax enforcement, the HITECH Act significantly expanded the 
penalties that may be imposed for HIPAA violations, granted State Attorneys General 
enforcement authority over HIPAA violations affecting State residents, and created a national 
breach notification and reporting requirement for certain violations. 
 

The HITECH Act’s breach notification requirements have transformed HIPAA 
compliance from what has sometimes been a low to medium priority of covered entities and 
business associates into an obligation requiring increasingly serious and careful attention.  
Breach notification has added an unprecedented measure of accountability and transparency to 
HIPAA compliance efforts.  Once identified, breaches are communicated to affected individuals, 
to the Secretary of the Department of Health and Human Services (“Secretary”), and through the 
media, and then in some cases breach information remains available on the Web site of the 
Office for Civil Rights (“OCR”).  By design, the breach notification rules implicate not only the 
HIPAA regulations applicable to privacy, but also the HIPAA security and enforcement 
regulations.  In the hands of skillful lawyers and regulators, breaches now cause a variety of 
collateral consequences that include sometimes tense renegotiation of business associate 

  



agreements, licensing board investigations, class action lawsuits, employee terminations, and 
parallel demands and enforcement by State regulators.  
 

In this paper, we attempt to capture the range and complexity of issues in the rapidly 
evolving arena of HIPAA breach notification and enforcement.  We begin with an overview 
addressing how breaches now implicate the HIPAA privacy, security, and enforcement 
regulations.  We then turn to the nuts and bolts of the interim final breach notification rules.  
Finally, we look at collateral damage and consequences of the rules and of breaches themselves, 
as well as the developing body of case law related to breaches.  However, our artificial 
organization of these topics does not fully capture the fast moving and highly inter-related chain 
of events that is set in motion under current law and regulation by a large-scale breach of 
protected health information (“PHI”). implicate 
 
II. Life cycle of a breach: understanding the cross-HIPAA impact 
 

The discovery of a “breach” triggers a series of inter-related HIPAA requirements and 
consequences driven largely by how the term “breach” is defined and how other HIPAA 
provisions are affected by this definition. 
 

A. Breach notification overview. 
 

Generally speaking, the HITECH Act requires covered entities to notify the Secretary and 
individuals whose “unsecured” PHI has been, or is reasonably believed to have been, 
impermissibly accessed, acquired, used or disclosed.  Where a business associate is responsible 
for the impermissible access, acquisition, use or disclosure, the business associate is required to 
notify the covered entity of the breach.  On August 24, 2009, the Department of Health and 
Human Services (“HHS”) published an Interim Final Rule (“IFR”) clarifying the specific 
requirements for breach notification by covered entities and business associates.1  These 
regulations became effective on September 23, 2009, with a compliance deadline of February 22, 
2010.  As of this writing, HHS has forecast that the final rule on breach notification will be 
issued in an “omnibus” rulemaking, along with a final rule on modifications to the HIPAA 
Privacy, Security, and Enforcement Rules, sometime during the third (or possibly fourth) quarter 
of 2011.2 
 

B. An illustrative “breach.”  
 

On March 6, 2009, a Massachusetts General Hospital (“MGH”) employee removed from 
the MGH premises documents containing PHI. The MGH employee removed the PHI from the 
MGH premises for the purpose of working on the documents from home. The documents 
consisted of billing encounter forms containing the name, date of birth, medical record number, 
health insurer and policy number, diagnosis and name of provider of 66 patients and the 
practice’s daily office schedules for three days containing the names and medical record numbers 
of 192 patients. On March 9, 2009, while commuting to work on the subway, the MGH 

                                                 
1 Breach Notification for Unsecured Protected Health Information, 74 Fed. Reg. 42740 (Aug. 24, 2009). 
2 See H. Anderson, HITECH Mandated Regs Still in Works, May 11, 2011, 

http://www.healthcareinfosecurity.com/articles.php?art_id=3624.   
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employee removed the documents containing PHI from her bag and placed them on the seat 
beside her. The documents were not in an envelope and were bound with a rubber band. Upon 
exiting the train, the MGH employee left the documents on the subway train and they were never 
recovered. These documents contained the PHI of 192 individuals.3  
  

C. Definitions. 
 
  1. Unsecured PHI 
 

The IFR defines several terms that are key to understanding the actual notification 
requirements.  First, only PHI that is “unsecured” is subject to the breach notification 
requirements.  “Unsecured PHI” is PHI that has not been rendered “unusable, unreadable, or 
indecipherable to unauthorized individuals” through the use of a technology or methodology 
specified by the Secretary of HHS.4  On April 27, 2009, HHS issued such guidance, in which it 
noted that PHI is “secured” if it falls within one of the following categories:  
 

 Electronic PHI that has been encrypted as specified in the HIPAA Security Rule and 
NIST Guidelines; or 

 Media on which PHI is stored or recorded has been destroyed 
o Paper, film, or other hard copy media have been shredded or destroyed such that 

PHI cannot be read or otherwise reconstructed 
o Electronic media have been cleared, purged, or destroyed, consistent with NIST 

Special Publication 800-88, Guidelines for Media Sanitization, such that PHI 
cannot be retrieved. 5   

Encryption or destruction of PHI in accordance with one of the above-noted methodologies 
creates a safe harbor.  Accordingly, a breach of such “secured” PHI does not trigger the breach 
notification requirements of the HITECH Act. 

 
2. Breach 

 
The term “breach” is defined as “the acquisition, access, use, or disclosure” of PHI, in a 

manner not permitted by the HIPAA Privacy Rule, which “compromises” the security or privacy 
of the PHI.6  “Compromises the security or privacy” of the PHI means “poses a significant risk 
of financial, reputational, or other harm to the individual.”7  

D.  Exceptions to definition of breach. 
 

                                                 
3 Resolution Agreement between Massachusetts General Hospital and the Department of Health and 

Human Services, Section 2(b), February 11, 2011, http://www.hhs.gov/ocr/privacy/hipaa/news/mghnews.html. 
Note: The preceding incident occurred before, February 22, 2010, the compliance date of the IFR. 

4 45 C.F.R. § 164.402. 
5 Guidance Specifying the Technologies and Methodologies That Render PHI Unusable, Unreadable, or 

Indecipherable to Unauthorized Individuals for Purposes of the Breach Notification Requirements Under Section 
13402 of Title III (hereinafter “Guidance”), 74 Fed. Reg. 19006, 19009-10 (Apr. 27, 2009).  

6 45 C.F.R. § 164.402. 
7 Id. 
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 1. “No harm, no foul” exceptions 
 
The definition of “breach” contains two exceptions that apply to persons 

authorized to use or disclose PHI on behalf of a covered entity (e.g., workforce members) 
and who through an unintentional or inadvertent act use or disclose PHI with limited 
adverse consequences. A third exception applies when an unauthorized recipient is 
unable to retain the PHI, thereby minimizing the risk of harm. The challenge posed by 
each example is whether these exceptions sufficiently illustrate for covered entities the 
types of circumstances that the government thinks do not involve significant risk of harm. 

A “breach” does not include: 
 

a. An unintentional acquisition, access, or use of PHI by a member of 
the work force or an agent of the covered entity or business associate, if the 
acquisition, access, or use was made in good faith, within the scope of authority, 
and does not result in a further impermissible use or disclosure;8 
 

b. An inadvertent disclosure by a person authorized to access PHI at a 
covered entity or business associate to another authorized person at the same 
covered entity or business associate or organized health care arrangement, if the 
PHI received is not further used or disclosed impermissibly; or 
 

c. A disclosure of PHI where the covered entity or business associate 
believes in good faith that the unauthorized recipient of the disclosed PHI would 
not reasonably have been able to retain the information.9 

 
2. The limited data set exception 
 
In addition to the above-noted exceptions, a use or disclosure of a limited data 

set10 which also excludes dates of birth and ZIP codes is not considered to be a breach of 
PHI, because the information has essentially been de-identified.11  De-identified data is 
no longer PHI and, accordingly, is not subject to the breach notification requirements.  
However, if a limited data set which still contains date of birth and ZIP code is 

                                                 
8 Id (emphasis added).  The IFR offers, as an example of this exception, a billing employee who receives 

and opens an e-mail containing PHI about a patient which a nurse mistakenly sent to the billing employee.  Once the 
billing employee notices that he is not the intended recipient of the e-mail, he alerts the nurse of the misdirected e-
mail and then deletes the message.  See 74 Fed. Reg. at 42747. 

9 45 C.F.R. § 164.402 (emphasis added).  The IFR offers, as an example of this exception, a covered entity 
that sends several EOBs to the wrong individuals.  A few of the EOBs are returned by the post office, unopened, as 
undeliverable, but several of the EOBs which the covered entity knew were misaddressed were not returned.  Under 
these circumstances, the covered entity may conclude that the EOBs that were returned could not reasonably have 
been retained by the addressees; however, the covered entity may not reach that conclusion with respect to those 
EOBs that were not returned as undeliverable.  See 45 Fed. Reg. at 42748. 

10 A “limited data set” is created by removing sixteen (16) direct identifiers, set forth in 45 C.F.R. § 
164.514(e)(2), from PHI.  Even with these identifiers removed from the PHI, however, a limited data set is not 
completely de-identified, because the elements of dates (including birth dates) and ZIP codes increase the possibility 
that the information may be re-identified; accordingly, the Privacy Rule treats limited data sets as PHI. 

11 45 C.F.R. § 164.402. 
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impermissibly accessed, acquired, used, or disclosed, the covered entity or business 
associate must perform a risk assessment to determine whether the risk of re-
identification of the information poses a significant risk of harm to the individual.12 
 
Technically, the limited data set exception is a subsection of the risk of harm assessment 

required by the IFR.13  However, it seems a highly unusual exception and of questionable 
necessity. As commentators have observed, once direct identifiers and ZIP code information 
have been removed, it is virtually impossible to know who to notify, and the likelihood of a risk 
of harm is minimal.   

 
To some extent, the limited data set exception raises more problems than it resolves.  For 

example, a covered entity may disclose PHI to the recipient of a limited data set pursuant to a 
data use agreement.14  Nothing in the HITECH Act or the IFR addresses the notification 
obligations of limited data set recipients—who are not required to maintain business associate 
agreements and are not ipso facto business associates.  Thus, in practice, the unanswered 
question raised by the exception is whether covered entities need to include breach notification 
provisions in the data use agreements required by 45 C.F.R. §164.514(e)(2) if the limited data set 
includes ZIP codes and dates of birth.  Rather than address this question, the IFR simply states:  

 
Uses and disclosures of limited data sets that include this information 
continue to be permissible under the Privacy Rule if the applicable 
requirements, such as a data use agreement, are satisfied. 
*************** 
In cases where a covered entity is the recipient of a limited data set 
pursuant to §164.514(e) of the Privacy Rule and it is unable to re-identify 
the individuals after a breach occurs, it may satisfy the requirements of 
§164.404 without re-identifying the information, by providing substitute 
notice to the individuals as required by paragraph (d)(2) of that section.15  

 
E. Other HIPAA Privacy Rule implications.  
 
Discovery of a “breach” by definition involves discovery of a violation of the Privacy 

Rule and triggers several provisions of the Privacy Rule implicated by that violation.  First, 
covered entities have an obligation to “mitigate, to the extent practicable, any harmful effect that 
is known to the covered entity of a use or disclosure of protected health information in violation 
of its policies and procedures” or the requirements of the Privacy Rule by either the covered 
entity or one of its business associates.16  A covered entity also must “have and apply appropriate 

                                                 
12  74 Fed. Reg. at 42746. 
13 The regulatory provision states:  “A use or disclosure of protected health information that does not 

include the identifiers listed at §164.514(e)(2), date of birth, and zip code does not compromise the security or 
privacy of the protected health information.”  45 C.F.R. §164.402.   Because “compromises the security or privacy” 
of PHI means “poses a significant risk of financial, reputational, or other harm” to the individual, whether this 
exception applies is evaluated during the risk of harm assessment. 

14 See 45 C.F.R. §164.514(e)(1). 
15 74 Fed. Reg. at 42746. 
16 45 CFR §164.530(f) (emphasis added). 
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sanctions against members of its workforce who fail to comply” with the Privacy Rule or the 
covered entity’s policies and procedures.17  

 
A breach of PHI also may trigger a covered entity’s or business associate’s obligations to 

account for the breach to individuals who request an accounting of the entity’s disclosures of 
their PHI.  The Privacy Rule grants individuals the right to “receive an accounting of disclosures 
of [PHI] made by a covered entity in the six years prior to the date on which the accounting is 
requested.”18  The accounting must be provided in writing and include detailed information 
about each disclosure, including the date of the disclosure, the name of the person who received 
the PHI and their address (if known), a brief description of the PHI disclosed, and a brief 
statement of the purpose of or basis for the disclosure or a copy of the written request pursuant to 
which the disclosure was made.19  Although the Privacy Rule did not require covered entities 
and business associates to account for disclosures made for purposes of treatment, payment, and 
health care operations, under the HITECH Act all such disclosures must be accounted for if the 
disclosure is made “through an electronic health record.”20  The HITECH Act, however, limits 
the time period for which covered entities must provide such accountings to the three years 
preceding the date on which the accounting is requested.21  The health care industry repeatedly 
has expressed concern about the effort and costs involved in complying with the accounting 
requirement, especially since most covered entities report that only a very few individuals have 
received an accounting since the effective date of the Privacy Rule.  Nonetheless, as required by 
the HITECH Act, a proposed rule addressing in more detail the requirements for accountings of 
disclosures of information exchanged through electronic health records likely will be issued 
before the “omnibus” final rule addressing breach notification.22  The accounting rule likely will 
have additional, important implications for the breach notification processes covered entities and 
business associates will need to adopt. 
 
 Breaches of PHI also implicate the Privacy Rule’s requirement that the covered entity 
maintain appropriate administrative, technical, and physical safeguards to protect the privacy of 
PHI.23  In conjunction with related provisions of the Security Rule,24 from an operational 
standpoint this provision requires covered entities to maintain policies and procedures addressing 
how PHI will be safeguarded, assure that patients’ medical records and other documentation 
containing PHI are securely stored, and implement limits on both physical and technological 
access to PHI.  Where a covered entity or business associate does not have adequate policies and 
procedures in place and a breach occurs, the entity is at greater risk for enforcement action if the 
breach results in an investigation by OCR, since OCR routinely requests to see copies of the 
policies and procedures related to compliance with the applicable Privacy or Security Rule 
provision that the entity allegedly violated. 

 
F. What if a “breach” involves electronic PHI (“EPHI”)?  

                                                 
17 45 CFR §164.530(e). 
18 45 C.F.R. §164.528. 
19 Id. 
20  HITECH Act, Section 13405(c)(1), codified at 42 U.S.C. § 17935(b). 
21 Id. 
22 See H. Anderson, supra note 2. 
23 See 45 C.F.R. §164.530(c)(1). 
24 See 45 C.F.R. §§ 164.308, 164.310, 164.312. 
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As noted above, although the definition of “breach” explicitly refers to the Privacy Rule, 

a “breach” involving EPHI also has important links to and implicates various provisions of the 
Security Rule.  Commentary from the preamble to the final 2003 Security Rule illustrates the 
long standing inter-relationship between the terms “breach” and “security incident.”  In response 
to a comment requesting that HHS define the term “breach,” HHS explained: “The term ‘breach’ 
has been deleted and therefore not defined. Instead, we define the term ‘security incident,’ which 
better describes the types of situations we were referring to as breaches.”25  The Security Rule 
goes on to define a “security incident” as “the attempted or successful unauthorized access, use, 
disclosure, modification, or destruction of information or interference with system operations in 
an information system.”26   

 
The preamble to the Security Rule further emphasized the importance of covered entities’ 

maintaining an effective security incident process: 
 

We proposed a requirement for implementation of accurate and current 
security incident procedures: formal, documented report and response 
procedures so that security violations would be reported and handled 
promptly. We adopt this standard in the final rule, along with an 
implementation specification for response and reporting, since 
documenting and reporting incidents, as well as responding to incidents 
are an integral part of a security program.27  

 
Six years later, after extensive criticism about OCR’s almost non-existent enforcement activity 
related to alleged Privacy and Security Rule violations, the breach notification requirements have 
transformed the Security Rule’s required internal security incident reporting process into a very 
public external process, thereby enabling OCR to investigate breaches and issue appropriate 
penalties. 
 

The Security Rule also requires covered entities to establish a security management 
process that implements policies and procedures to prevent, detect, contain, and correct security 
violations.28  In implementing such a process, covered entities must conduct a risk analysis, 
implement security measures sufficient to reduce risks to PHI, apply appropriate sanctions 
against workforce members who fail to comply with the policies and procedures, and regularly 
review information systems activity to monitor risk.29  Each of these activities is directly relevant 
to the prevention, detection, and mitigation of breaches of PHI.  In the IFR, OCR once again has 
borrowed a Security Rule concept—the risk analysis or assessment—and included it in the 
breach notification process to improve compliance with the Privacy and Security Rule 
obligations. 

 
G. The importance of timely correction. 

                                                 
25 68 Fed. Reg. 8334, 8340 (February 20, 2003) (emphasis added). 
26 45 C.F.R. §164.304 (emphasis added). 
27 68 Fed. Reg. at 8350 (emphasis added). 
28 45 C.F.R. §164.308(a)(1). 
29 Id. 
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Discovery of a breach, involving a violation of the Privacy Rule and possibly implicating 

the incident and management specifications of the Security Rule, also triggers considerations 
under the Enforcement Rule.  Specifically, following a violation, a covered entity that “did not 
know” of a violation may assert lack of knowledge of the violation as an affirmative defense to 
the imposition of a penalty only if it takes quick corrective action.30  The preamble to the Interim 
Final Enforcement Rule further explains: 
 

The amendments also conform §160.410 to the amended section 1176(b) 
by removing a covered entity’s lack of knowledge as an affirmative 
defense for violations occurring on or after February 18, 2009. As a result, 
a covered entity that did not know and reasonably should not have known 
of such violations, will not have this affirmative defense available, unless 
it also corrects the violation during the 30-day time period beginning on 
the first date of such knowledge or during the period determined 
appropriate by the Secretary based on the nature and extent of the failure 
to comply.31  

 
This 30-day cure period begins “on the first date the person liable for the penalty knew, or by 
exercising reasonable diligence would have known, that the failure to comply occurred.”32  
Accordingly, as is made clear in other Enforcement Rule provisions, willful ignorance of or 
failure to investigate circumstances that would lead a reasonable person to investigate cannot 
serve as a successful affirmative defense to a HIPAA violation. 
 

In sum, by defining “breach” to mean an action that is “not permitted under subpart E” 
(the Privacy Rule), any breach by definition involves an underlying violation of the Privacy 
Rule.  When EPHI is involved, the definitions of “breach” and “security incident” overlap, so an 
impermissible use or disclosure of EPHI also may be a violation of the Security Rule.  Under the 
Privacy and Security Rules, corrective action provisions require response procedures and 
security management, including re-assessment of risk.  As the preamble to the Interim Final 
Enforcement Rule makes clear, while covered entities are in the midst of discovering a breach 
and giving notice, they also must correct the underlying Privacy Rule violation within 30 days of 
discovery of the breach—if the covered entity is responsible for the breach. If the breach and 
Privacy Rule violation arise from the acts or omissions of a business associate of a covered 
entity, the covered entity still may have corrective action duties under 45 C.F.R. 
§164.504(e)(1)(ii) (relating to taking reasonable steps to cure or terminate), or mitigating the 
known harmful effects of the acts or omissions of a business associate.33  

 
H. Even more enforcement exposure is coming. 

 

                                                 
30 45 C.F.R. §164.310(c). 
31 Interim Final Rule to Amend HIPAA’s Civil Money Penalties and Enforcement, 74 Fed. Reg. 56123, 

56128 (October 30, 2009) (emphasis added). 
32 Id. 
33 45 C.F.R. §164.530(f). 

   8



In 2010, the importance of preventing, detecting, and correcting breaches was further 
heightened by the OCR’s announcement that it would investigate all reported breaches involving 
the PHI of more than 500 individuals.  In OCR’s Fiscal Year 2012 budget proposal, however, 
OCR seeks an additional $1,335,000 so that it can hire additional full-time equivalent employees 
specifically to investigate smaller breaches, as well: 

 
“Current OCR practice is to validate, post to the HHS website, and 
subsequently investigate all breach reports that impacted more than 500 
individuals. Breach reports that impacted fewer than 500 individuals are 
compiled for future reporting to Congress; however, they are treated as 
discretionary and only investigated if resources permit. Based on OCR’s 
current HIPAA case load, almost all breach reports that impact less than 
500 individuals are not investigated.  Accordingly, OCR requires 
additional FTE and resources to ensure it is able to conduct investigations 
of potential small- and mid-sized breaches.”34  

 
OCR also has requested an additional $2,283,000 to hire regional privacy officers to provide 
guidance and education to covered entities, business associates, and individuals about their 
HIPAA Privacy and Security Rule rights and responsibilities, and an additional $1,000,000 for 
Security Rule enforcement.  Any covered entity that has responded to an OCR investigation of 
an alleged Privacy or Security Rule violation knows that although such investigations do not 
necessarily result in enforcement action by OCR, the time and cost involved in responding to 
such investigations can be significant. 
 
 Even more recently, two audit reports issued by HHS’ Office of Inspector General 
(“OIG”) criticized both OCR and the Office of the National Coordinator for Health Information 
Technology (“ONC”) for failing to adequately protect patients’ EPHI.35  The reports were issued 
simultaneously “because OIG found weaknesses in the two HHS agencies entrusted with keeping 
sensitive patient records private and secure.”36  In 2009 and 2010, OIG conducted an audit of 
seven hospitals in several states and found 151 security vulnerabilities, of which 124 were 
described as “high impact,” including unencrypted wireless connections; unencrypted mobile 
devices, including laptops; inadequate or unchanged default passwords; uninstalled security 
patches; and a taped-over door lock on a data storage room, among numerous others.37  In its 
report addressed to ONC, the OIG found that although ONC has security application controls in 
the interoperability specifications for information exchange (i.e., for electronic health records), 

                                                 
34 Department of Health and Human Services, Fiscal Year 2012, Office for Civil Rights, Justification of 

Estimates for Appropriations Committees, p. 5, http://www.hhs.gov/about/FY2012budget/ocr_cj_fy2012.pdf 
(emphasis added). 

35 Nationwide Rollup Review of the Centers for Medicare & Medicaid Services Health Insurance 
Portability and Accountability Act of 1996 Oversight (A-04-08-05069) (“ONC Report”), May 16, 2011, 
http://oig.hhs.gov/oas/reports/region4/40805069.pdf; and Audit of Information Technology Security Included in 
Health Information Technology Standards (A-18-09-30160) (“OCR Report”), May 16, 2011, 
http://oig.hhs.gov/oas/reports/other/180930160.pdf.   

36 M. Wolfson, Office of Inspector General, OIG Posts Two Reports (May 17, 2011), 
https://list.nih.gov/cgi-bin/wa.exe?A2=ind1105&L=HHS-OIG-MEDIA-L&F=&S=&P=7889.  

37 OCR Report, supra note 35, at pp. 4-9. 
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there are no HIT standards that include general information IT security controls.38  The OIG 
defines such general controls as “the structure, policies, and procedures that apply to an entity’s 
overall computer operations, ensure the proper operation of information systems, and create a 
secure environment for applications systems and controls.”39  Because OIG’s “experience with 
HIPAA implementation in hospitals does not support ONC’s position that HIPAA provides 
adequate general IT security,” OIG recommended that ONC: 
 

 broaden its focus from interoperability specifications to include well-
developed general IT security controls for supporting systems, networks, 
and infrastructures; [and] 

  
  ************** 

 coordinate its work with CMS and OCR to add general IT security 
controls where applicable.40  

 
In the report to OCR, the OIG criticized both OCR and the Centers for Medicare and Medicaid 
Services (“CMS”) for failing to undertake security compliance reviews except in response to 
complaints, and it recommended that OCR implement procedures for conducting compliance 
reviews of covered entities, including those against which no complaint has been filed.41  The 
result of these reports undoubtedly will be an increased emphasis by OCR on compliance with 
the Security Rule, and reported breaches likely will serve as the means by which OCR identifies 
the next covered entities and business associates to schedule for compliance reviews. 
 
 I. Duty to cooperate, and consequences of failing to do so. 
 

The Enforcement Rule imposes on covered entities a duty to cooperate when OCR 
investigates an alleged HIPAA violation.42  Covered entities also must maintain records of their 
HIPAA compliance activities and submit such records to OCR upon request, and they further 
must permit access to their books and records during normal business hours (or, in “exigent 
circumstances,” such as when documents may be “hidden or destroyed,” at any time and without 
notice) to permit OCR to evaluate their compliance with HIPAA.43 

   
OCR has broad authority in resolving complaints of HIPAA violations and, if it 

determines the covered entity failed to comply, it will so advise the covered entity and “attempt 
to resolve the matter by informal means whenever possible.”44  OCR has defined “informal 
means” to include a compliance review of the alleged violation that may result in the covered 
entity either demonstrating compliance or taking corrective action.45  Additionally, however, 

                                                 
38 ONC Report, supra note 35, at p. 4. 
39 ONC Report, supra note 35, at p. 3. 
40 Id. at p. 9 
41 OCR Report, supra note 35, at pp. 9-10. 
42 45 C.F.R. §160.310(b). 
43 45 C.F.R. §160.310(c). 
44 45 C.F.R. §160.312(a). 
45 See S. McAndrew and D. Holtzman, Health Information Security Rule Trends in Enforcement, May 11, 

2011, http://csrc.nist.gov/news_events/HIPAA-May2011_workshop/presentations/day2_HIPAA-conference2011-
OCR-Enforcement-Activities.pdf.  
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OCR has indicated that where a resolution it deems satisfactory cannot be obtained through the 
entity’s demonstrating compliance or corrective action, OCR may enter into a Resolution 
Agreement (“RA”) or a Corrective Action Plan (“CAP”) with the entity.  A RA typically 
incorporates a CAP and involves improved training, policies and procedures, compliance 
monitoring, and payment of a “resolution amount.”   Because OCR does not define a RA or a 
CAP as a formal finding of facts or a violation or an admission to a violation, and accordingly 
the resolution amount is not a formal penalty, the RA and CAP are another type of “informal” 
resolution.  This means that the entity has no right to formal process or to request an ALJ 
hearing.46 

 
J. Cignet Health Center: recipient of OCR’s first civil monetary penalty 
 
As noted above, OCR and CMS were widely criticized for several years after the 

enactment of the Privacy and Security Rules for appearing to take an extraordinarily lenient 
approach to alleged violations, based upon statistics about their treatment of such cases.  
Recently, however, OCR exercised its enforcement authority in an eye-catching way when it 
imposed its first formal civil monetary penalty for a Privacy Rule violation.  On February 4, 
2011, OCR fined Cignet Health Center $4,351,600, of which $3,000,000 was a penalty for 
failure to cooperate.47  The facts of this incident should serve as a primer to covered entities on 
how not to respond to an OCR investigation: the fine was imposed for Cignet’s failing to provide 
medical records to dozens of patients and for failing to cooperate with a subsequent government 
investigation for over a year, despite repeated requests from authorities.  In response to a court 
order to produce the records, Cignet improperly delivered thousands of additional medical 
records unrelated to the investigation. 

 . . . Cignet Health, which operates two clinics in the county, failed to give 
a copy of medical records to 41 patients who requested them from 
September 2008 to October 2009. Under the HIPAA privacy rule, records 
must be provided no later than 60 days after a request.  

Unable to get copies of their records, the patients filed complaints with the 
HHS Office for Civil Rights, which enforces privacy and security laws. 
During the investigation, Cignet did not cooperate and refused to provide 
the records, even after a federal subpoena was issued, according to the 
Office for Civil Rights. 

********* 

After a federal court in Maryland ordered Cignet to produce the records, 
the health center delivered 59 boxes of records to the U.S. Justice 
Department. Inside the boxes were the medical records of the 41 patients - 

                                                 
46 See id. 
47 HHS Imposes a $4.3 Million Civil Money Penalty for HIPAA Privacy Rule Violations, 

http://www.hhs.gov/ocr/privacy/hipaa/news/cignetnews.html. 
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and the medical records of about 4,500 others for whom Cignet had no 
basis to disclose information, according to documents.48  

III. Assessing Risk of Harm 
 

A. The issue. 
 
The IFR requires a covered entity or a business associate to examine a potential breach 

incident to determine whether the incident poses a “significant risk of financial, reputational or 
other harm to the individuals affected.”49  The risk of harm analysis is a pivotal exercise in every 
breach response and remediation.  Because risk of harm assessments are left to the reasonable 
and good faith judgment of the discovering party, the risk of harm assessment presents its own 
special challenges.  In some cases, the risk of harm assessment will be made by a business 
associate and in others by a covered entity—depending upon who is responsible for the breach.  
Often, the parties will work together in making the determination.  Those performing a risk of 
harm analysis must take into account several considerations and document their analyses and 
conclusions. 

 
B. Two illustrative “breaches.” 

 
1. A hospital uses a laptop computer in the lab to perform studies on 

pulmonary functions.  The laptop contains, for hundreds of patients, the name, age, height 
and weight of the patient, the date of admission to the hospital, the date of the study, and 
positive/negative results. The nature of the studies suggest only the degree of pulmonary 
function for conditions such as asthma or COPD.  The laptop is stolen from a typically 
locked room left unattended and unlocked by a technician during a five-minute coffee 
break.  The laptop was never recovered. 

 
2. The January 31 breach occurred after an employee lost a flash drive 

storing health information belonging to 2,777 patients. The flash drive was not encrypted 
as required by the health system. The device, about the size of an adult’s pinkie finger, is 
used to move information from one computer to another. Henry Ford launched an 
investigation after learning of the lost flash drive on February 8 to determine the identity 
of the affected patients and what health information was stored on the device. It is not 
clear where or how the flash drive was lost. 

****** 
The information was related to patients tested for a urinary tract infection between 

July 2010 and October 2010 at Henry Ford Hospital. This included some, but not all of 
the following: Patient name, medical record number, test ordered, test result, test date and 
testing location. No Social Security numbers or health insurance identification numbers 
were stored on the flash drive.50 

                                                 
48 L. Sun, Clinic Fined $4.3 Million for Failing to Provide Patients’ Medical Records, Washington Post, 

February 23, 2011, http://www.washingtonpost.com/wp-dyn/content/article/2011/02/22/AR2011022207094.html.   
49 45 C.F.R. § 164.402(l)(i). 
50 Henry Ford Health System News, Henry Ford Takes Strong Measures to Address Patient Security 

Breaches, March 18, 2011, http://www.henryford.com/body.cfm?id=46335&action=detail&ref=1255.  
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Depending upon the result of the risk of harm assessment, either of these incidents may 

or may not constitute a reportable breach. 
 

C. The regulatory provision that requires the risk assessment. 
 
HHS has defined “compromises the security or privacy of the protected health 

information” to mean poses a significant risk of financial, reputational, or other harm to the 
individual.51  In the IFR, HHS noted that this statutory language encompasses a harm threshold 
and explained that including that threshold: 

 
ensures better consistency and alignment with State breach notification 
laws, as well as existing obligations on Federal agencies (some of which 
also must comply with these rules as HIPAA covered entities) pursuant to 
OMB Memorandum M–07–16 to have in place breach notification 
policies for personally identifiable information that take into account the 
likely risk of harm caused by a breach in determining whether breach 
notification is required.52 
 

However, it has been speculated that HHS’ July 2010 withdrawal of its Final Rule on breach 
notification may have been due to significant criticism and concern by privacy advocates 
regarding this harm threshold.  Until the Final Rule is issued, covered entities and business 
associates should continue to conduct risk assessments in accordance with the requirements of 
the IFR. 
 
 D. The risk assessment. 
 

As indicated above, not every impermissible acquisition, access, use or disclosure of PHI 
constitutes a “breach” for which notification must be made.  The loss or theft of PHI that has 
been secured does not constitute a breach.  Additionally, unsecured PHI that is exchanged in 
compliance with the Privacy Rule’s requirements, that falls within one of the exceptions to the 
definition of “breach,” or that was used or disclosed incident to an otherwise permissible use or 
disclosure where the minimum necessary standard was followed,53 has not been “breached” for 
purposes of the IFR’s breach notification requirements. 

 
However, in circumstances where a covered entity or business associate determines that 

an impermissible acquisition, access, use or disclosure of PHI has occurred, the situation should 
be treated as a breach, and the covered entity or business associate then must conduct a fact-
specific risk assessment to determine whether the impermissible acquisition, access, use or 
disclosure of PHI poses a significant risk of financial, reputational, or other harm to the 
individual.  

 

                                                 
51 45 C.F.R. §164.402(1)(i) (emphasis added).   
52 74 Fed. Reg. at 42744. 
53 See id.  
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In performing the risk assessment, covered entities and business associates should 
consider the following types of factors: 

 
1. Who impermissibly used the PHI, or to whom was the PHI impermissibly 

disclosed?   
 
HHS notes that if PHI is impermissibly disclosed to another covered entity or 

business associate, the risk of harm to the individual may be less, whereas PHI 
impermissibly disclosed to an entity having no obligation to protect it poses a “much 
greater” risk of harm.54 

 
2. In what form was the PHI accessed used, or disclosed? 
 
PHI that was accessed, used, or disclosed verbally or on paper may pose a lesser 

risk of harm to the individual than PHI that was accessed, used, or disclosed 
electronically. 

 
3. Was the impermissible access, use, or disclosure of PHI intentional? 
 
An unintentional access, use, or disclosure of PHI may pose a lower risk of harm 

to the individual, whereas an intentional disclosure, or the loss or theft of the PHI, likely 
creates a higher risk of harm. 

 
4. What steps, if any, were taken to mitigate the potential harm of the 

impermissible access, use, or disclosure? 
 
HHS notes that where a covered entity takes immediate steps to mitigate an 

impermissible use or disclosure, “such as by obtaining the recipient’s satisfactory 
assurances that the information will not be further used or disclosed (through a 
confidentiality agreement or similar means) or will be destroyed,” then such steps may 
eliminate or reduce the risk of harm to an individual to less than a “significant risk.”  
This, in turn, may lead to a finding by the covered entity or business associate that no 
breach has occurred.55 Additionally, if the covered entity can determine that following an 
impermissible disclosure, the PHI is returned prior to it being accessed for an improper 
purpose, as where a laptop is lost or stolen and then recovered and the forensic analysis 
demonstrates the information on the laptop was not “opened, altered, transferred, or 
otherwise compromised,” then HHS likely would determine that the security or privacy 
of the information has not been compromised and, accordingly, no breach has occurred.56 

 
5. What type or nature of PHI was impermissibly accessed, used, or 

disclosed? 
 

                                                 
54 Id. 
55 Id. at 42744-42745. 
56 Id. at 42745. 
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PHI contained in a limited data set, or non-sensitive PHI (for example, the 
individual’s name and the fact that he received services at a hospital) may not pose a 
significant risk of harm if it is impermissibly accessed, used, or disclosed.  However, 
information about treatment for certain types of conditions, such as cancer or chronic 
diseases, carry a greater risk of harm, and information about treatment for conditions 
such as substance abuse, mental health, or communicable diseases likely does carry a 
greater risk of reputational harm to the individual.  Finally, if the PHI at issue contains 
the individual’s Social Security number, tax identification number, other account number, 
or a password or digital signature, the risk of financial harm is likely quite high.57 

 
In this regard, the IFR emphasized that the risk assessment  
 

should be fact specific, and the covered entity or business associate should 
keep in mind that many forms of health information, not just information 
about sexually transmitted diseases or mental health, should be considered 
sensitive for purposes of the risk of reputational harm—especially in light 
of fears about employment discrimination.58  

 
If, following the risk assessment, a significant risk of harm is determined to exist, then 

breach notification must be made in accordance with the requirements outlined in Sections IV 
through VIII, below.  If the risk assessment results in a determination that no significant risk of 
harm exists, the investigation may be concluded without breach notification.   
 

For additional resources on conducting a breach notification risk assessment, please see 
the attached HITECH Breach Notification Evaluation, along with AHIMA’s Data Breach 
Investigation and Mitigation Checklist, available at 
http://library.ahima.org/xpedio/groups/public/documents/ahima/bok1_036245.pdf.  For a more 
comprehensive breach notification risk assessment tool, see 
http://www.nchica.org/HIPAAResources/Samples/BreachTool.doc. 
 
 E. Burden of proof requires documentation of risk assessment. 
 

Significantly, the entity performing the risk assessment has the burden of demonstrating 
that it made all breach notifications required by the HITECH Act or that the use or disclosure did 
not constitute a breach.59  Accordingly, covered entities and business associates must carefully 
document and maintain documentation of their risk assessment processes so that they can later 
demonstrate, if necessary, that no breach notification was required following an impermissible 
access, use, or disclosure of PHI. 

 
 
IV. Discovery of an incident/potential breach: time is of the essence 

 

                                                 
57 Id. 
58 Id. (emphasis added). 
59 45 C.F.R. § 164.414(b). 
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Under the IFR, the obligations of covered entities and business associates begin at the 
beginning of the breach identification process.  The challenge is to identify when is the 
beginning and then to train the workforce to do the same.  The IFR describes when a breach is 
“discovered” and in doing so, it relies upon a standard of conduct found in the Enforcement 
Rule.  Covered entities and business associates must be alert for incidents that may be a breach, 
not just for those that are definitive breaches.  Notice of a breach must be made “without 
unreasonable delay” but in no event later than 60 calendar days after the breach is “discovered.”  
Therefore, the date of discovery starts the clock ticking on investigation and notification 
obligations.  Entities must have trained their workforces and have adopted policies on 
“discovery.” In the event that the affected PHI falls within the ambit of State laws protecting 
personal information and requiring breach notification, then other standards also may apply.  

 
Once an incident has been discovered, the clock starts to run.  The IFR sets a subjective 

standard—“without unreasonable delay”—and an outer limit of 60 days.  During that time, a 
covered entity or business associate must investigate, assess risk of harm, identify affected 
individuals, if possible, and prepare to give required notifications and reports.  Again, more 
stringent State law may apply.  Prepared entities will have standing response protocols, 
designated response team members, and a generic timeline of events that allows them to evaluate 
their progress. 

 
A. “Discovery” equals knowledge, which is needed to start the clock.  

 
A breach is “discovered” as of the first day on which the covered entity or business 

associate has actual knowledge of a breach—and actual knowledge is presumed if an employee 
or other member of the work force of the entity, or an agent of the entity, other than the person 
committing the breach, has such knowledge—or when, by using reasonable diligence, the entity 
first would have known of the breach.60  The federal common law of agency is used to determine 
whether a person is the agent of the covered entity or business associate.61  “Reasonable 
diligence” is defined in the interim final enforcement regulations as the “business care and 
prudence expected from a person seeking to satisfy a legal requirement under similar 
circumstances.”62  An entity’s ability to discover a breach related incident will depend heavily 
upon its workforce training; and, that training also will demonstrate whether the covered entity 
or business associate is “seeking to satisfy a legal requirement.” Based upon these knowledge 
and diligence requirements, HHS recommends that covered entities and business associates 
implement reasonable and appropriate internal systems to assist in the discovery of breaches, as 
well as appropriate training programs for employees and other workforce members.63 
 

B. Duration of investigation: delay must be reasonable. 
 

HHS emphasizes in the IFR that 60 days is an outside limit for notifying individuals of a 
breach, and that it expects covered entities to notify individuals of breaches “as soon as 

                                                 
60 45 C.F.R. § 164.404(a)(2). 
61 Id. 
62 45 C.F.R. § 164.401. 
63 74 Fed. Reg. at 42749. 
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reasonably possible.”64  HHS further cautions that a covered entity may not complete its 
investigation within 10 days of discovery of a breach and then simply delay notification until the 
60-day window is nearly exhausted.65  The purpose of the 60-day period is to permit covered 
entities and business associates sufficient time to conduct a thorough investigation into the 
incident to identify and collect information required to provide meaningful notice to the affected 
individuals about the circumstances of the breach, but the investigation may not take an 
unreasonable amount of time.66  Thus, the time period for breach notification begins when the 
incident is first known, not when the investigation of the incident is complete, even if it is 
initially unclear whether the incident constitutes a breach as defined in this rule.67   

 
C. Law enforcement request is grounds for delay. 

 
An exception to the above-noted time frame for notice occurs when a law enforcement 

official (as that term is defined in the Privacy Rule)68 requests a covered entity to delay 
providing notice of the breach because such notice would impede a criminal investigation or 
cause damage to national security.  Under these circumstances, the covered entity may 
temporarily delay providing notice of the breach.69  If the law enforcement official’s statement to 
the covered entity is in writing and specifically notes the time for which a delay is sought, then 
the covered entity must delay making notification for the time period specified in the written 
statement.70  If, however, law enforcement makes an oral request for delay, the covered entity 
should document the statement and then delay notification for no longer than 30 days after the 
oral statement, unless during that time period law enforcement submits a written statement 
specifying the time frame for the delay.71  HHS interprets such a delay as tolling the time period 
within which notification would otherwise b 72e required.  
 

D. Business associate as agent of the covered entity. 
 
 A final wrinkle regarding the time frame within which notification must be provided to 
affected individuals arises when a business associate is acting as an agent (as that term is defined 
by the federal common law of agency) of a covered entity.  Under that circumstance, the covered 
entity must provide notification within 60 days of the date upon which the business associate 
discovered (or, through the exercise of reasonable diligence, should have discovered) the 
breach.73  Practically speaking, this means that covered entities may wish to require their 
business associates to notify them of any potential breaches of unsecured PHI within fewer than 
60 days in order to permit the covered entities to perform their own investigations or simply 
provide the required notifications to the affected individuals within the required time frame. 
 

                                                 
64 Id. 
65 Id. 
66 Id. 
67 See id. 
68 74 Fed. Reg. at 42755. 
69 45 C.F.R. § 164.412. 
70 45 C.F.R. § 164.412(a). 
71 45 C.F.R. § 164.412(b). 
72 74 Fed. Reg. at 42755. 
73 45 C.F.R. § 164.404(a)(2); see also 74 Fed. Reg. at 42754. 
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E. State law considerations. 
 

The federal rule allows up to 60 days for breach notification. States may require more 
expeditious notification, as is the case in California.  California law requires notification within 
five business days after a breach “has been detected.”74  It is less than clear under California law, 
however, what quantum of information rises to the level of  a “detected” breach.  Recently, the 
California Department of Public Health fined Stanford’s Lucile Packard Children’s Hospital 
$250,000 for delayed notification when an employee was discharged and removed from the 
hospital a computer containing PHI.  The Hospital has appealed, arguing that: 

 
As soon as the hospital and law enforcement determined the computer was 
not recoverable, the hospital voluntarily reported the incident to the 
California Department of Public Health (CDPH) and federal authorities, as 
well as the families of potentially-affected patients.75 
  

The State appears to take the position that if the computer was missing, a breach had been 
detected, whereas the Hospital seems to assert that a breach was not detected until the Hospital 
confirmed that a theft had occurred.76   

 
In contrast, the State of Connecticut permits delay of notification until after the notifying 

party has completed a “reasonable investigation.”  
 
Any persons …shall disclose any breach of security following the 
discovery of the breach to any resident of this state…..Such disclosure 
shall be made without unreasonable delay, subject to the provisions of 
subsection (d) of this section and the completion of an investigation by 
such person….77 

 
New York requires notification “immediately” following discovery of a breach: 

 
Any  person  or  business  which maintains computerized data which 
includes private information which such person or business does not  own 
shall  notify  the owner or licensee of the information of any breach of the 
security of the  system  immediately  following  discovery,  if  the private  
information  was,  or  is  reasonably  believed  to  have been, acquired by a 
person without valid authorization.78   

 
V. Notification to individuals   

 

                                                 
74 2010 Cal. Adv. Legis. Serv. 501 (Deering). 
75 Lucile Packard Children’s Hospital Appeals CDPH Fine, September 9, 2010, 

http://www.lpch.org/aboutus/news/releases/2010/cdph.html.  
76 See id. 
77 Conn. Gen. Stat. § 36a-701b  (2011) (emphasis added). 
78 NY Gen. Bus. Law § 899-aa  (Consol. 2010) (emphasis added). 
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The IFR requires that affected individuals be notified of a breach.  The requirement 
injects into HIPAA compliance a measure of transparency that dwarfs its only antecedent, the 
right to an accounting of disclosures.  Whether in writing, by the media, or on a covered entity’s 
Web site, notifications must meet certain content and process requirements.  Once given, 
notifications may trigger complaints or inquiries to OCR, lawsuits, or complaints to State 
regulatory agencies.  Thus, before the proverbial horse leaves the barn, covered entities should 
choose their words with great caution and an eye to multiple audiences. 
 

A. Written notice.  
 

Once a determination has been made that breach notification must occur, a covered entity 
is required to notify each individual whose unsecured PHI has been, or is reasonably believed to 
have been, impermissibly accessed, acquired, used or disclosed.79  For each individual whose 
unsecured PHI is compromised by a breach, written notice must be provided by first class mail to 
the individual’s last known address.  Alternatively, if an individual previously has agreed to 
receive notice by e-mail, electronic notice of a breach may be provided.  If additional 
information about the breach becomes available after notification is made, the covered entity 
may provide more than one notice to affected individuals.80  If an affected individual is 
deceased, or is a minor or otherwise lacks legal capacity, notice should be provided by first class 
mail to the individual’s next-of-kin or personal representative, if the covered entity has the 
address for such representative.81  In cases where the covered entity determines that the 
individual’s unsecured PHI may be subject to potential imminent misuse, the covered entity may 
provide telephone notice in addition to the required written n 82otice.  
 

B. Content of notification. 
 

Notice of a breach provided to individuals must contain the following elements, to the 
extent possible: 
 

1. a brief description of what occurred, including the date of the breach and 
the date the breach was discovered, if known; 

 
2. a description of the types of unsecured PHI involved in the breach (for 

example, each individual’s name, Social Security number, date of birth, address, 
diagnosis, etc.); 

 
3. steps individuals should take to protect themselves from potential harm as 

a result of the breach; 
 

4. a brief description of what the covered entity is doing to investigate the 
breach, mitigate any harm that may result from the breach, and protect against further 
similar breaches; and 

                                                 
79 45 C.F.R. § 164.404(a)(1). 
80 Id. at § 164.404(d)(1). 
81 Id. 
82 Id. at § 164.404(d)(3). 
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5. the covered entity’s contact information, including a toll-free telephone 

number, an e-mail address, Web site, or mailing address, so that affected individuals may 
ask questions of the covered entity.83 

 
Under no circumstances should PHI be included in the notice of the breach.  All notifications 
must be written in plain language.84 

 
C. Substitute notice.  

 
 If a covered entity has outdated or insufficient contact information for any individuals 
affected by a breach, or if some notices are returned as undeliverable, the covered entity must 
provide “substitute notice.”85  Substitute notice must be “reasonably calculated to reach the 
individual.”86  Substitute notice does not have to be provided if there is insufficient or outdated 
contact information for the next of kin or personal representative of the individual.87  If 
substitute notice is required for fewer than 10 individuals, it may be provided by e-mail, 
telephone, or some other means.88  However, if substitute notice is required for 10 or more 
individuals, it must be provided either by a conspicuous posting on the home page of the covered 
entity’s Web site for a period of 90 days, or by a conspicuous notice in major print or broadcast 
media in the geographic area where persons affected by the breach likely reside.89  In addition, 
substitute notice must include a toll-free phone number which will be active for at least 90 days 
so that individuals may call to learn whether their unsecured PHI was af 90fected by the breach.  

 
D. Burden of proof and documentation. 

 
Once again, the covered entity or business associate has the burden of demonstrating that 

it made all notifications as required by the breach notification rule or that the use or disclosure 
did not constitute a breach.91  The entity should maintain documentation sufficient to meet its 
burden of proof for a period of six years.92  

 
E. Practical considerations involving notifications to individuals. 

 
Notifications to individuals commence a public phase of management of a breach 

incident, because the covered entity must communicate facts and circumstances that will define, 
especially in larger breaches, a covered entity’s future in relation to the breach. Thus, a 
description of “what happened” will become a series of admissions by the covered entity in the 
event of subsequent litigation.  The content provided describing what steps an individual should 

                                                 
83 Id. at § 164.404(c)(1). 
84 Id. at § 164.404(c)(2). 
85 Id. at § 164.404(d)(2). 
86 Id. 
87 Id. 
88 Id. at § 164.404(d)(2)(i). 
89 Id. at § 164.404(d)(2)(ii)(A). 
90 Id. at § 164.404(d)(2)(ii)(B). 
91 Id. at § 164.414. 
92 Id. at § 164.530(j)(2). 
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take and what steps the covered entity has taken will lay the foundation for whether there may be 
a credible claim for damages.  Because some class action lawsuits involving a breach have been 
dismissed for lack of credible evidence of harm or damages, the “steps taken” content can have 
great importance.  Finally, consideration should be given to who signs and the required contact 
information.  How a covered entity responds and its perceived sincerity can influence how 
recipients of notification respond. Whoever is the designated contact person needs skill in 
dealing with potentially angry individuals. If subsequent interactions between the contact 
individual and recipients of a breach notification go poorly, those frustrated recipients are the 
ones most likely to file complaints.  Additionally, where covered entities or business associates 
agree to pay affected individuals for credit monitoring—which payment is not required by the 
IFR or State law—they may be creating a new standard of care for appropriate mitigation of 
breach incidents. 
 
VI. Notification to the media   

 
Notification to the media takes on a life of its own.  If possible, a covered entity should 

prepare for inquiries with a press release, FAQs, and other media friendly tools.  News of large 
breaches lives on in follow up stories, blogs devoted to nothing but breaches, and other 
manifestations of the 24-hour-a-day, seven-day-a-week news cycle.  It therefore pays to carefully 
consider the timing of any disclosure to be made to the media; try not to pick a slow news day. 
 

A. Duty to notify. 
 

In addition to notifying the affected individuals, covered entities must notify “prominent 
media outlets” of any breaches affecting more than 500 individuals who reside in a single state or 
jurisdiction.93  A “jurisdiction” is a geographic area that is smaller than a state, such as a county 
or city.94  Media notice frequently is accomplished by a press release. 

 
B. Timeliness and content of notification.  

 
Media notice, like notice to individuals, must be provided without unreasonable delay but 

no later than 60 days after the covered entity discovers the breach.95  Such notice must include 
the same elements as notice to individuals.96 

 
C.  Burden of proof and documentation. 

 
 Once again, the covered entity or business associate has the burden of demonstrating that 
it made all notifications as required by the breach notification rule or that the use or disclosure 
did not constitute a breach.97  The entity should maintain documentation sufficient to meet its 
burden of proof for a period of six years.98 

                                                 
93 Id. at § 164.406(a). 
94 See 74 Fed. Reg. at 42752. 
95 45 C.F.R. § 164.406(b). 
96 Id. at § 164.406(c). 
97 Id. at § 164.414. 
98 Id. at § 164.530(j)(2). 
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VII. Notification to the Secretary   

 
Simply put, if a “breach” by definition involves a violation of the Privacy Rule, then a 

report to the Secretary constitutes a form of self-disclosure.  The process and content of the 
required notice to the Secretary are highly structured.  Behind the scenes, OCR has the data 
mining tools to track and evaluate breaches and patterns of breaches, and its recent request for an 
increased budget to add employees to review smaller and mid-sized breaches increases the 
likelihood that all reported breaches will, in the future, be subject to such data mining and 
tracking.  
 

A. Duty to notify.  
 
 Covered entities must notify the Secretary of all breaches which require notification to 
affected individuals, but the timing of such notification to the Secretary varies depending upon 
the number of individuals affected by the breach.   
 
 B. Breaches involving 500 or more individuals. 
 

For breaches involving the unsecured PHI of 500 or more individuals, covered entities 
must notify the Secretary at the same time as they notify the affected individuals, as described in 
Section IV, above—that is, without unreasonable delay but in any event within 60 days from the 
date of discovery of the breach.99  The law enforcement exception to this time frame (see Section 
IV.C, above) also applies to notifications to the Secretary.100  Such notification must be made in 
the manner indicated on HHS’ Web site.101 

 
C. Breaches involving fewer than 500 individuals. 
 
For breaches involving the unsecured PHI of fewer than 500 individuals, covered entities 

must maintain documentation of each such breach and, within 60 days following the end of each 
calendar year, provide to HHS information about all such breaches, also in the manner specified 
on HHS’ Web site.102   

 
D. Burden of proof and documentation.  

 
Once again, the covered entity or business associate has the burden of demonstrating that 

it made all notifications as required by the breach notification rule or that the use or disclosure 
did not constitute a breach.103  The entity should maintain documentation sufficient to meet its 
burden of proof for a period of six years.104 

 

                                                 
99 Id. at § 164.408(b). 
100 Id. 
101 Id. 
102 Id. at § 164.408(c). 
103 45 C.F.R. § 164.414. 
104 45 C.F.R. § 164.530(j)(2). 
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E. Process and content of breach reporting. 
 

HHS has posted on its Web site, at the following link, a form which covered entities may 
use to report this information to the Secretary:  http://transparency.cit.nih.gov/breach/index.cfm.   
This form may be used for either type of breach reporting, as well as to provide an addendum to 
a previous report.  Covered entities should understand the basics of the breach reporting process 
and the content of breach reporting before they have to report a breach; instructions about the 
process are available at 
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html.   

 
Each breach report requires the covered entity to provide: 

 
• Identifying information and contacts 
• Identity of any business associate involved 
• A description of the location of the breach 
• A description of the type of PHI involved a brief description of the breach 
• A description of safeguards in place prior to the breach (e.g., firewalls) 
• A description of the notice and how it was given (e.g., media, letter) 
 

In the aggregate, reports of breaches to the Secretary reveal: (i) how a covered entity 
managed a breach; (ii) how it managed the underlying privacy violation; (iii) when it addressed 
the privacy violation; and, (iv) information that may indicate greater culpability and warrant 
higher civil money penalties.  

 
F. Implications. 

 
Filing a report of a breach has interesting implications. Consider these three.  

 
1. When a covered entity reports a breach, it admits unavoidably to a 

violation of the Privacy Rule that may result in harm to individuals because those two 
concepts define what is a “breach.” The admission of potential harm is significant 
because it can enhance the size of a penalty. In fact, the HIPAA Enforcement Rule 
provides that physical or financial harm are aggravating factors that affect the size of a 
penalty. 

 
2. A covered entity’s report establishes a time for the occurrence for a breach 

and for the date of discovery. These dates enable OCR to determine if corrective action 
was taken within the 30-day window required to avoid imposition of most civil money 
penalties. Reporting critical dates is required and unavoidable; but, for well-prepared 
covered entities, missing the correction period is avoidable.  

 
3. Breach reports are filed electronically, and that means that each covered 

entity’s report data can be stored, retrieved and analyzed using basic data mining tools. 
OCR can easily review annual filings to identify patterns of breaches and associated 
Privacy Rule violations. Identifying a pattern could enable OCR to determine if a 
violation involves willful neglect, a level of culpability under the OCR enforcement 
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scheme that warrants the highest civil money penalties. For a limited but interesting 
description of the information system used by OCR and its capabilities, see 75 Fed. Reg. 
18841, 18844 (April 13, 2010) (describing the PIMS system (e.g., “easy, robust 
capability to search all the information in OCR’s repository”)). 
 
G. State Attorneys General. 
 

Some states (e.g., MA, NY, VA) require notification to the state Attorney General 
when notice is given to residents of the states.  Attorneys General then contact reporting 
covered entities seeking additional information and sometime fines.  

 
VIII. Notification by a business associate 
 

Under the IFR, business associates have a duty to notify affected covered entities when 
the business associate discovers a breach of unsecured PHI.105  Although the essential elements 
of the rule are straightforward, implementation of breach notification between a covered entity 
and a business associate has not been as straightforward.  OCR has offered only the following 
cryptic advice on this topic: 

 
As reflected in the comments we received in response to the timing of business 
associate notification to a covered entity following a breach, covered entities may 
wish to address the timing of the notification in their business associate 
contracts.106  

 
What has emerged from the IFR provisions related to breaches by business associates has 

been a full-scale renegotiation of business associate agreements that typically involves:  
 
 Revising related reporting for improper disclosure and security incidents. 

 Sharply reduced reporting timeframes, driven in part by inflexible State reporting 
timeframes and in part by concerns about business associates who are agents of 
the covered entity. 

 Allocation of risk under indemnification provisions. 

 Demands for cyber-security insurance coverage. 

All in, the breach notification rule has placed new strains on, and added considerable costs to, the 
business associate relationship.  

A. Timing of notification. 
 
 Absent a law enforcement delay, such notice must be provided to the covered entity 
without unreasonable delay but in no case later than 60 days following the business associate’s 

                                                 
105 45 C.F.R. § 164.410(a). 
106 74 Fed. Reg. at 42754. 
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discovery of the breach.107  However, HHS acknowledges that there may be instances in which 
the business associate has more information about the breach than does the covered entity, and 
therefore covered entities and their business associates may work together to provide the 
required notices.   
 

B. Breaches treated as discovered.  
 

As noted above, a breach is deemed to be discovered by a business associate as of the 
first day on which the business associate has actual knowledge of the breach or when, by 
exercising reasonable diligence, the business associate first would have known of the breach.  A 
business associate is presumed to have actual knowledge of a breach if an employee or other 
workforce member of the business associate, or an agent of the business associate, other than the 
person committing the breach, has such knowledge.  The federal common law of agency is used 
to determine whether a person is the agent of the business associate.108  
 

C. Content of notification.  
 
 Business associates must include in their notifications to covered entities the identity of 
each individual whose unsecured PHI has been, or is reasonably believed by the business 
associate to have been, affected, and they are required to provide the covered entity with the 
additional information related to the breach and described in Section V.B, above, either at the 
time of initial notification or promptly thereafter if and as such information becomes available.109 

 
E. Burden of proof and documentation.  

 
A business associate has the burden of demonstrating that it made all notifications as 

required by the breach notification rule or that the use or disclosure did not constitute a 
breach.110  The business associate should maintain documentation sufficient to meet its burden of 
proof for a period of si 111x years.  

 
G. Illustrative contractual terms. 

 
1. Reporting terms and times. 
 
Business Associate agrees to report to Covered Entity: 
 

a. Within ten (10) days, any use or disclosure by the Business 
Associate of Protected Health Information not provided for by this Agreement of 
which it becomes aware.  

 

                                                 
107 Id. at § 164.410(b). 
108 Id. at § 164.410(a)(2). 
109 Id. at § 164.410(c). 
110 Id. at § 164.414. 
111 Id. at § 164.530(j)(2). 
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b. Within ten (10) days any Security Incident of which it becomes 
aware that results in an unauthorized access, use modification, destruction or 
disclosure of EPHI or interference with information systems for EPHI. 

  
c. Within ten (10) days of receipt of a written request any Security 

Incident of which it becomes aware that was an unsuccessful attempt to obtain 
unauthorized access, use modification, destruction or disclosure of EPHI or 
interference with information systems for EPHI.  

 
d. If Business Associate makes a Discovery of a Breach of Covered 

Entity’s Unsecured PHI that is used or disclosed by Business Associate in any 
manner arising out of this Agreement, Business Associate shall timely notify 
Covered Entity as provided in subsection (a) of this section __.  Prior to notifying 
Covered Entity of the Discovery of a Breach, Business Associate shall take 
reasonable steps to satisfy itself based upon reasonable diligence that the 
acquisition, access, use, or disclosure of PHI was not unintentional or inadvertent 
and that it poses a significant risk of financial, reputational, or other harm to the 
individual. 
 
2. Timeliness. 
 

For purposes of notification of Covered Entity by Business Associate as 
provided in this section _______, a report involving the PHI of an individual who 
is a resident of the State of California shall be made within seventy-two (72) 
hours of discovery; and, in a case involving PHI of a resident of any other state, 
Business Associate shall report within ten (10) days. 

 
3. Indemnification. 
 

(a) Indemnification of Covered Entity:  Business Associate agrees to 
indemnify and hold harmless Covered Entity and its affiliates, directors, officers, 
employees and agents, individually and collectively, against any and all losses, 
liabilities, judgments, penalties, awards and costs, including costs of investigation 
and legal fees and expenses, arising out of or related to: (i) a breach of any 
representation, warranty or covenant of this Agreement; or (ii) any negligent or 
wrongful acts or omissions of Business Associate or its employees, directors, 
officers, subcontractors, or agents, including failure to perform their obligations 
under HIPAA and HITECH. 
 

(b) Mutual indemnity:  Each Party shall indemnify and hold the other 
harmless from and against all claims, liabilities, judgments, fines, assessments, 
penalties, awards, or other expenses, of any kind or nature whatsoever, including, 
without limitations, attorneys’ fees, expert witness fees, and costs of investigation, 
litigation or dispute resolution, relating to or arising out of any breach or alleged 
breach of this Agreement, or any Breach [as defined in the IFR], by that Party or 
its subcontractors or agents. 
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4. Insurance. 
 

As appropriate for commercially reasonable insurance for Business 
Associate’s enterprise, Business Associate agrees to obtain and maintain a policy 
or policies of liability insurance or commercially reasonable self insurance 
coverage that provides insuring agreements with minimum levels of coverage of  
$1 million per claim/$3 million per year without exclusion or limitation that apply 
to  any harm arising out of a breach of Business Associate’s obligations under this 
Agreement or negligent acts or omissions in performing this Agreement.   

 
IX. Laptops and encryption: do the right thing 
 

In 2006, OCR published HIPAA Security Guidance for Remote Use of and Access to 
Electronic Protected Health Information (“Security Guidance”), in which it acknowledged there 
had been numerous security incidents arising from covered entities’ use of laptops and other 
portable devices.112  In the Security Guidance, OCR emphasized the importance of compliance 
with the Security Rule, suggesting that covered entities pay particular attention to their policies 
on remote access to EPHI through portable devices or on external systems.  OCR added: 

 
In general, covered entities should be extremely cautious about allowing 

the offsite use of, or access to, EPHI.  There may be situations that warrant such 
offsite use or access, e.g., when it is clearly determined necessary through the 
entity’s business case(s), and then only where great rigor has been taken to ensure 
that policies, procedures and workforce training have been effectively deployed . . 
..113 

 
In determining whether remote access to or use of EPHI is appropriate, OCR 
recommended that covered entities conduct an appropriate risk analysis, create effective 
risk management strategies and policies and procedures for safeguarding EPHI, and 
conduct security awareness and training on those policies and procedures.114 

 
Five years later, covered entities (and business associates) clearly remain challenged by 

protecting the security of EPHI on laptops and similar removable data storage devices (e.g., 
thumb drives).  The only security and breach notification solution that serves as a safe harbor—
and that mostly eliminates risk—is encryption of storage data.  As of this writing, the case for 
encryption is so compelling that failure to encrypt laptops and removable devices is fast 
becoming the justification for robust enforcement.  Large breaches are overwhelmingly driven 
by compromised mobile storage technology. OCR’s Web site summarizes all reported breaches 
involving in excess of 500 individuals.  Through April 2011, of the 265 reported breaches 
involving the PHI of more than 500 individuals, 53% involved laptop or desktop computers or 

                                                 
112 HIPAA Security Guidance for Remote Use of and Access to Electronic Protected Health Information, 

December 28, 2006, http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/remoteuse.pdf. 
113 Id. at p. 1 (emphasis added). 
114 See id. at p. 2. 
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portable media, with over 112 involving laptops or other portable devices and 68 involving 
laptops.115   

 
A. Two laptop illustrations. 
 

1. The Providence Health & Services breach. 
 

The U.S. Department of Health & Human Services (HHS) has entered into 
a Resolution Agreement with Seattle-based Providence Health & Services 
(Providence) to settle potential violations of the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) Privacy and Security Rules. In the 
agreement, Providence agrees to pay $100,000 and implement a detailed 
Corrective Action Plan to ensure that it will appropriately safeguard identifiable 
electronic patient information against theft or loss. 

************ 

The incidents giving rise to the agreement involved two entities within the 
Providence health system, Providence Home and Community Services and 
Providence Hospice and Home Care. On several occasions between September 
2005 and March 2006, backup tapes, optical disks, and laptops, all containing 
unencrypted electronic protected health information, were removed from the 
Providence premises and were left unattended.  

 
The media and laptops were subsequently lost or stolen, compromising the 

protected health information of over 386,000 patients. HHS received over 30 
complaints about the stolen tapes and disks, submitted after Providence, pursuant 
to State notification laws, informed patients of the theft. Providence also reported 
the stolen media to HHS. OCR and CMS together focused their investigations on 
Providence’s failure to implement policies and procedures to safeguard this 
information. 

 
Under the Resolution Agreement, Providence agrees to pay a $100,000 

resolution amount to HHS and implement a robust Corrective Action Plan that 
requires: revising its policies and procedures regarding physical and technical 
safeguards (e.g., encryption) governing off-site transport and storage of electronic 
media containing patient information, subject to HHS approval; training 
workforce members on the safeguards; conducting audits and site visits of 
facilities; and submitting compliance reports to HHS for a period of three 

11years.   

. The Henry Ford Health System laptop breach. 

                                                

6

 
2
 

 
115 See S. McAndrew and D. Holtzman, supra note 45. 
116 HHS, Providence Health & Services Agree on Corrective Action Plan to Protect Health Information, 

July 17, 2008, http://www.hhs.gov/news/press/2008pres/07/20080717a.html.  
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Henry Ford Health System has notified patients who were affected by a 
breach of unsecured personal health information after learning that an employee’s 
laptop computer storing the information was stolen from an unlocked urology 
medica

hile the laptop was password protected, the patient information stored 
on the c

ained what happened, what information was stored on the 
laptop, and what steps the health system is taking to prevent future breaches of 

ent 
 

l office. 
 
W
omputer could potentially be viewed on the computer. 
 
As a result of the Sept. 24 [2010] theft, Henry Ford notified the [3,700] 

affected patients in a letter mailed last week from Chief Privacy Officer Meredith 
Phillips. The letter expl

pati information.117 

B. Security Rule: encryption of data at rest is “addressable.” 
 
In response to comments asking that encryption be deleted as an implementation feature 

and stating that encryption is not required for “data at rest,” HHS responded in the preamble to 
the final Secur

 

 rest, 
should be based upon an entity’s risk analysis. Therefore, encryption has been 

ity Rule: 

The use of file encryption is an acceptable method of denying access to 
information in that file. Encryption provides confidentiality, which is a form of 
control. The use of encryption, for the purpose of access control of data at

adopted as an addressable implementation specification in this final rule.118  
 
C. Enforcement Rule: addressable has never meant “optional.” 
 
The plethora of reported breach incidents involving laptops and mobile devices suggests 

that covered entities and business associates are treating encryption and other addressable 
Security Rule implementation specifications as if they were optional.  Simply because an 
implementation specification is categorized as addressable does not mean that covered entities 
and business associates may simply ignore it.  As explained in the 2006 preamble to the final 
Enforcement Rule, an addressable implementation specification is required unless the covered 
entity can docu

 
ment that the specification is not “reasonable and appropriate:” 

Under § 164.306(d)(3)(ii), a covered entity must implement an 
addressable implementation specification if doing so is “reasonable and 
appropriate.”  Where that condition is met, the addressable 
implementation specification is a requirement, and failure to implement 
the addressable implementation specification would, accordingly, 
constitute a violation.  Where that condition is not met, the covered entity 
must document why it would not be reasonable and appropriate to 
implement the implementation specification and implement “an equivalent 

                                                 
117 Henry Ford Hospital Breach Affected 3,700, November 19, 2010, http://www.phiprivacy.net/?p=5064.  
118 68 Fed. Reg. at 8355. 
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alternative measure if reasonable and appropriate.” In this latter situation, 
creating the documentation referred to is a requirement, and implementing 
an alternative measure is also a requirement, if doing so is reasonable and 
appropriate in the covered entity’s circumstances; failure to take either 

 
D. IFR: only encryption (or appropriate destruction) meets the 

required action would, accordingly, constitute a violation.119  

“unusable/unreadable” test in HITECH. 
 

“Unsecured protected health information” means protected health information that is not 
rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of 
a technology or methodology specified by the Secretary in the guidance issued under section 

Public Law 111–5 on the HHS Web site.  In the IFR, the Secretary clarified that 

 
AA Security Rule and 

 destroyed 

been cleared, purged, or destroyed, consistent with NIST 
for Media Sanitization, such that PHI 

13402(h)(2) of 
appropriate methods of encryption or destruction which would meet the above standard include: 

 
 Electronic PHI that has been encrypted as specified in the HIP

NIST Guidelines; or 
 Media on which PHI is stored or recorded has been

o Paper, film, or other hard copy media have been shredded or destroyed such that 
PHI cannot be read or otherwise reconstructed 

o Electronic media have 
Special Publication 800-88, Guidelines 
cannot be retrieved. 120 

E. Penalties for lost or stolen laptops. 
 
Stolen and lost laptops appear to present a special problem to the health care industry in 

the post-HITECH environment.  OCR’s statistics regarding unencrypted laptops and removable 
storage technology, along with descriptions of the underlying breaches, suggest that covered 
entities do not have current risk assessment documentation to justify over-riding the addressable 
encrypt

s to be between whether the covered entity’s loss was “beyond its control”—and 
therefore due to “reasonable cause”—or a result of “carelessness”—and therefore due to “willful 
neglect

 
“Reaso

ion specification.  
 
Given the widespread extent of the stolen laptop problem and the rather extensive efforts 

by CMS and OCR to provide guidance to prevent this problem, one must ask which of the two 
penalty tiers listed below, under HITECH, will apply in common stolen laptop breach cases.  The 
choice seem

.”   

nable cause” has been defined as 
 
circumstances that would make it unreasonable for the covered entity, 
despite the exercise of ordinary business care and prudence, to comply 
with the administrative simplification provision violated.121 

                                                 
119 71 Fed. Reg. 8390, 8393 (February 16, 2006) (emphasis added). 
120 Guidance, supra note 5, at 19009-10. 
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In the 2005 proposed Enforcement Rule, the Secretary noted:  

 
“This language has a close analog in the Internal Revenue Code (IRC), 
which provides for an exemption from penalties for late filing where the 
late filing “is due to reasonable cause and not due to willful neglect.”  26 
U.S.C. 6651(a).  This IRC language was construed by the United States 
Supreme Court in United States v. Boyle, 469 U.S. 241, 245 (1985).  The 
Internal Revenue Service (IRS) had articulated specific factors that would 
constitute reasonable cause for late filing; in discussing these factors, the 
Court noted that the underlying principle was whether the circumstances 

ere beyond the taxpayer’s controlw .”122  

plification provision 
violated.”123  Commentary in the proposed Enforcement Rule states: 

 
In contrast, “willful neglect” means “conscious, intentional failure or reckless 

indifference to the obligation to comply with the administrative sim

 
“For the defense under section 1176(b)(3) to be available, the failure of 
compliance must not be due to “willful neglect.” In Boyle, discussed 
above, the Supreme Court defined “willful neglect” as “conscious, 
intentional failure or reckless indifference” and indicated that this concept 
includes carelessness or other types of fault. 469 U.S. at 245. Since the 
definition of the term “willful neglect” is well settled, we propose to adapt 
this definition of the term in proposed § 160.410(a): “conscious, 
intentional failure or reckless indifference to the obligation to comply with 
the administrative simplification provision violated.” This definition 
reflects the concern that underlies the statutory language: where willful 
neglect caused the “failure to comply” in question, the penalty should not 
be excused.”124 

o fall in the “willful neglect” category and therefore be assessed a civil 
onetary penalty. 

X. Increased CMPs under HITECH’s revisions to the Enforcement Rule  

                                                                                                                                                            

 
Given these statements and the significant attention now being focused on preventing breaches 
of EPHI, it would appear that covered entities that do not conduct an appropriate risk analysis, 
create effective risk management strategies and policies and procedures for safeguarding EPHI, 
and train on those policies and procedures, and who suffer a lost or stolen laptop containing 
EPHI, are likely t
m
 

As noted above, the IFR requires covered entities to report to the Secretary all breaches, 
large and small.  Because breaches by definition involve a violation of the Privacy Rule, and 
because reporting to the Secretary admits such violations, covered entities must be aware of the 

 
121 45 C.F.R. § 164.410(a) (emphasis added). 
122  70 Fed. Reg. 20224, 20238 (April 18, 2005) (emphasis added). 
123 45 C.F.R. § 164.410(a). 
124 70 Fed. Reg. at 20238 (emphasis added). 
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greatly enhanced enforcement penalties that apply following the enactment of the HITECH Act 
and adoption of the Interim Final Enforcement Rule.  In addition to enhanced civil money 
penalties, HITECH confers enforcement authority on state Attorneys General and broadens the 
applicability of criminal penalties.  On balance, Privacy Rule violations revealed by breach 
reporting to the Secretary look like self disclosure and feel like strict liability, and the 
enforce  comfort to those seeking to offer a defense. ment regulations offer little in the way of

A. Tiers, penalties, and culpability. 

The chart below summarizes post-HITECH penalties driven by the increasing degrees of 
culpability and parallel increases in the amount of applicable penalties. OCR has enormous 

Increasing penalty am reas bility 
ature of violation Range of Penalties under  Range of Penalties under Maximum Penalty 

discretion under this penalty scheme.  

ounts follow inc ing degree of culpa
N

 
§13,410 of HITECH IFR 45 CFR 160.404(b) 

Violation unknown or by 
exercising reasonable 
diligence would not have 

,000 for all identical 
violations in a calendar 

$100 -$50,000 for each 
violation 

$1,500,000 for all 
violations of this type 

known 

$100 for each violation, up 
to $25

year 

Violation due to 
reasonable cause and not 
willful neglect 

$1,000 for each violation, 
up to $100,000 for all such 

$1,000 - $50,000 for each 
violation 

$1,500,000 for all 
violations of this type 

violations in a calendar 
year 

Violation due to willful 
neglect, if corrected within 250,000 for all such 

$10,000 -$50,000 for each 
violation 

$1,500,000 for all 
violations of this type 

30 days from knowledge 
of violation 

$10,000 for each violation, 
up to $
violations in a calendar 
year 

Violation due to willful 
neglect not corrected 000 for all 

such violations during a 
calendar year 

$50,000 for each violation $1,500,000 for all 
violations of this type 

$50,000 for each violation, 
up to $1,500,

 

pliance by the 
covered entity or business associate.  Importantly, lack of knowledge is not a defense, and to 
some e

 the current interim final Enforcement Rule, the degrees of culpability are outlined 
through

Each tier of culpability involves a diminished degree of attention and com

xtent, the penalty scheme may be characterized as a strict liability process. 

In
 the following key definitions and discussions thereon: 
 
 “Reasonable cause” means circumstances that would make it unreasonable for the 

covered entity, despite the exercise of ordinary business care and prudence, to comply with the 
administrative simplification provision violated. 
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This language has a close analog in the Internal Revenue Code (IRC), which 
provides for an exemption from penalties for late filing where the late filing ‘‘is 
due to reasonable cause and not due to willful neglect.’’ 26 U.S.C. 6651(a). This 
IRC language was construed by the United States Supreme Court in United States 
v. Boyle, 469 U.S. 241, 245 (1985). The Internal Revenue Service (IRS) had 
articulated specific factors that would constitute reasonable cause for late filing; 
in discussing these factors, the Court noted that the underlying principle was 
whether the circumstances were beyond the taxpayer’s control.125  

 
“Reasonable diligence” means the business care and prudence expected from a person 

seeking to satisfy a legal requirement under similar circumstances. 

d reasonable diligence and that its 
norance of the violation is, hence, excused.  

 
The question this language raises is what action is required in order for a covered 
entity to be able to show that it has exercise
ig
 
The phrase “reasonable diligence” has applications in many areas of the law. 
“Reasonable diligence” is typically defined as “1. A fair degree of diligence 
expected from someone of ordinary prudence under circumstances like those at 
issue. 2. See due diligence (1).” Black’s Law Dictionary (West, 7th edition, 
1999). “Due diligence” is, in turn, defined as “1. The diligence reasonably 
expected from, and ordinarily exercised by, a person who seeks to satisfy a legal 
requirement or to discharge an obligation.—Also termed  reasonable diligence.” 
Id. In the context of section 1176(b)(2), these concepts equate, we believe, to the 
concept of “constructive knowledge.” As usually defined, “constructive 
knowledge” is the “knowledge that one using reasonable care or diligence should 

re that is attributed by law to a given person.”  Id.  
************ 

have, and therefo
*
 
The courts use a variety of formulations to articulate when a person will be 
deemed to have known— i.e., to have constructive knowledge— that a particular 
incident occurred. However, the various formulations have common elements. 
They identify a “prudent” or “reasonable” person and consider whether that 
person would, under similar circumstances, have become aware of the 
information in question. They consider how “available” the information is; for 
example, was the information in the covered entity’s possession (such as in its 
electronic information system) or not. They consider whether there was “some 
reason to awaken inquiry and suggest investigation;” for example, had prior 
experience suggested that there could be problems, which a reasonable person 
would have investigated.126  

 
“Willful neglect” means conscious, intentional failure or reckless indifference to the 

obligation to comply with the administrative simplification provision violated. 

                                                 
125 Id. (emphasis added). 
126 Id. at 20237-38 (emphasis added). 

   33



 
For the defense under section 1176(b)(3) to be available, the failure of compliance 
must not be due to “willful neglect.” In Boyle, discussed above, the Supreme 
Court defined “willful neglect” as “conscious, intentional failure or reckless 
indifference” and indicated that this concept includes carelessness or other types 
of fault.  469 U.S. at 245.  Since the definition of the term “willful neglect” is well 
settled, we propose to adapt this definition of the term in proposed § 160.410(a): 
“conscious, intentional failure or reckless indifference to the obligation to comply 
with the administrative simplification provision violated.”  This definition reflects 
the concern that underlies the statutory language: where willful neglect caused the 
“failure to comply” in question, the penalty should not be excused.127  

 
What, however, is “business care and prudence”?  This is a term that appears elsewhere 

only in decisional law relating to failure to file tax returns and failure to timely pay taxes.  Cases 
describe a satisfactory showing of the exercise of “business care and prudence” as a “heavy 
burden.”  There is no formula, and the test is purely circumstantial.  The “dog ate my homework” 

on’t meet the burden.  
 

B. Enforcement of HIPAA violations by State Attorneys General

w

.  

mples of the 
first actions brought by State Attorneys General are included in Section XI, below. 

C. Importance of continued use of corrective action plans

During the spring of 2011, OCR is offering HIPAA Enforcement Training to help State 
Attorneys General and their staff use their new authority to enforce the HIPAA Privacy and 
Security Rules.  The training course will aid State Attorneys General in investigating and seeking 
damages for HIPAA violations that affect residents of their states.128  Several exa

.  

If a violation is corrected within 30 days of the first reasonable date on which a covered 
entity would have known that a violation occurred, covered entities and business associates will 
not be penalized except in cases of willful neglect.  In a case of willful neglect, discovery and 
correction within thirty days of discovery of the violation can greatly mitigate the penalty 
amount.  Covered entities and business associates will not be able to achieve correction within 
this time period without formal risk management strategies, policies and procedures, training, 
and processes for detection. 

HITECH Act, amending 42 USC 1320d-6(a), seems to have D. Section 13409 of the 
overturned the Azar Memorandum. 

 1320d-6. The Azar memorandum articulated DOJ’s position on 
two key questions, as follows: 

1. Who may be prosecuted directly for violating 42 U.S.C. § 1320d-6? 
                                                

On June 1, 2005, the Department of Justice (“DOJ”) provided to HHS’ Office of General 
Counsel (Alex M. Azar II, General Counsel) a memorandum of law on the scope of criminal 
enforcement under 42 U.S.C. §

 
127 Id. at 20238 (emphasis added). 
128 See http://www.hhs.gov/ocr/privacy/hipaa/enforcement/sag/index.html.  
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2. Does the requirement that a violative act be done “knowingly” require 
knowledge of the actions or knowledge that the action violate § 1320d-6? 

In an exercise of “plain language” statutory construction, DOJ dissected 42 U.S.C. §§ 
1320d through 1320d-6 and came to two conclusions, one somewhat surprising and one not.  

a. First, DOJ concluded that the only person who can be prosecuted 
under § 1320d-6 is one who is subject to Part C [relating to Administrative 
Simplification] and would therefore be a “covered entity.”   When a covered 
entity is not an individual, DOJ advised that it would apply principles of criminal 
corporate liability.  Those principles may attribute criminal liability for the acts of 
the agent of a corporation acting within the scope of employment to the managers 
of the corporation if the criminal intent of the agent can be imputed to the 
corporate entity.  

b. Second, DOJ also advised that the interpretation of § 1320d-6(a)(2) 
[relating to obtaining PHI] did not suggest liability for downstream recipients of 
illegal PHI but more of covered entities engaged in transactions and exchanges of 
PHI under Part C. 

Section 13409 of the HITECH Act provides that: 

For purposes of the previous sentence, a person (including an employee or 
other individual) shall be considered to have obtained or disclosed 
individually identifiable health information in violation of this part if the 
information is maintained by a covered entity (as defined in the HIPAA 
privacy regulation described in section 1180(b)(3) [of the Social Security 
Act]) and the individual obtained or disclosed the information without 
authorization.  

The Conference Report noted that this HITECH Act section’s intent was to permit application of 
criminal penalties for wrongful disclosure of PHI to “individuals who without authorization 
obtain or disclose such information maintained by a covered entity, whether they are employees 
or not.”129 Section 13409 thus expands the scope of persons who may be prosecuted for a 
violation of Section 1177 of the Social Security Act beyond covered entities to include 
individuals.  The key finding is obtaining PHI “without authorization.”  Given the increasing 
focus on HIPAA violations, covered entities and business associates should now be attuned to 
the possibility of criminal prosecutions of individuals who obtain or disclose PHI without 
authorization. 

XI. Litigation and collateral damage involving breaches 
 
While it is well settled that HIPAA does not afford a direct private right of action, parties 

affected by breaches involving PHI or “personal information” under State law (a term that often 
subsumes PHI) seem to find ways to litigate elements of a breach.  Some of the cases below pre-

                                                 
129 Joint Explanatory Statement of the Committee of Conference, H.R. 1 (111th Congress) (emphasis 

added). 
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date the compliance date of the breach notification rule.  Nonetheless, they point the way for 
litigation that may be commencing involving breaches following the compliance date.  Consider 
the following examples: 

 
A. Covered entity vs. business associate. 

 
Monarch Fire Protection District Of St. Louis County, Missouri, vs. Freedom Consulting 

& Auditing Services, Inc., et al., 678 F. Supp. 2d 927, 934 (E.D. Mo. 2009) [2009 U.S. Dist. 
LEXIS 118937]. 

 
Plaintiff Monarch Fire Protection District of St. Louis County, Missouri 
(“Plaintiff”) is an incorporated fire protection district governed by a board 
of directors.  Plaintiff is a party to a collective bargaining agreement with 
The Professional Firefighters of Eastern Missouri, Local 2665 of the 
International Association of Firefighters (“Local 2665”), which acts as 
exclusive bargaining agent for firefighters, paramedics, dispatchers, and 
support personnel employed by Plaintiff.  In 2002, Plaintiff instituted a 
self-funded group health plan (“the Plan”) for its employees and certain 
other participants, including its board of directors.  Under the terms of the 
Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), 
the Plan is subject to privacy rules restricting the sharing of Protected 
Health Information (“PHI”) -- in general terms, individually-identifiable 
information created or received by a health care plan or provider.  In 
instituting the Plan, Plaintiff elected to become a hybrid entity under 
HIPAA, meaning that only Plaintiff's health care component -- i.e., the 
Plan -- is required to comply with these regulations. 
 
******** 
In order to share PHI with third parties, such as auditors, HIPAA requires 
health care plans and providers to enter into business associate 
agreements, contracts obligating the third parties to abide by HIPAA's 
restrictions on PHI disclosures. In May 2007, Plaintiff, the Plan, and 
Freedom finalized a business associate agreement (“the BAA”), with 
Turner and Indellicati signing on behalf of Freedom. Local 2665 also took 
part in the BAA negotiations, represented by attorney Andrew Haynes 
(“Haynes”).  
 
******* 
Plaintiff filed this suit in July 2008, alleging that Freedom, Indellicati, and 
Turner improperly disclosed PHI from the audit to third parties, 
specifically Barry and Haynes.  Plaintiff asserts claims against Freedom 
for breach of contract, or in the alternative, for rescission of the BAA, and 
against all Defendants for conversion, replevin, and for a mandatory 
injunction requiring Defendants to return to Plaintiff all PHI documents 
they received in the course of performing the Plan audit. Plaintiff seeks to 
recover as damages the attorneys’ fees incurred in responding to the 
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Privileged Supplement and in providing legal representation for its 
directors in connection with the St. Louis County criminal investigation, 
as well as its attorneys’ fees from this litigation. 
 

B. Individuals vs. covered entity. 
 
1. Resnick v. AvMed, Inc., 2011 U.S. Dist. LEXIS 36686 (Fla. S. Dist. Ct.).   

 
According to the Complaint, Defendant AvMed “is an integrated managed care 

organization that delivers health care services through health plans and government-
sponsored managed care plans to more than 1.2 million individuals throughout the State 
of Florida and the United States.” (DE #15 ¶3). The basis for Plaintiffs’ claims arises 
from the theft of several laptops from Defendant’s corporate headquarters in Gainesville, 
Florida. Plaintiffs allege that medical and personal information for over one million 
AvMed customers was contained within those computers and that, because that 
information was not encrypted in accordance with industry standards, Plaintiffs were 
exposed to an “increased risk of identity theft” arising from a third-party’s possession of 
their medical and personal information. Plaintiffs therefore purport to state the following 
nine causes of action: 1) negligence; 2) breach of contract; 3) breach of implied contracts; 
4) restitution/unjust enrichment; 5) violation of the Florida statute prohibiting misleading 
advertising; 6) negligence per se; 7) breach of fiduciary duty; 8) breach of the implied 
covenant of good faith and fair dealing; and 9) invasion of privacy. 

 
2. Amburgy v. Express Scripts, Inc., 671 F. Supp. 2d 1046, 1049 (E.D. Mo. 

2009) [2009 U.S. Dist. LEXIS 109100]. 
 

Plaintiff John Amburgy brings this action on behalf of himself, and all 
others  similarly situated, alleging that defendant Express Scripts, Inc.’s 
(Express Scripts’) inadequate security measures in relation to its 
computerized database system allowed unauthorized persons to gain 
access to confidential information of Express Scripts members contained 
in the database, with such information including names, dates of birth, 
Social Security numbers, and prescription information. Plaintiff claims 
that the unauthorized persons who committed the act informed Express 
Scripts in October, 2008, of their breach of the system and threatened that 
they would make public the confidential information obtained through the 
breach if Express Scripts did not pay a certain amount of money to them. 
Plaintiff claims that Express Scripts notified its members of this security 
breach in November, 2008, with a notice posted on its website, and that 
Express Scripts notified by personal letter those persons whose 
confidential information had been identified in the extortion letter. 
Plaintiff claims that as a result of Express Scripts’ failure to maintain 
adequate security measures to protect against the theft of such confidential 
information, plaintiff and other Express Scripts members have been placed 
“at an increased risk of becoming victims of identity theft crimes, fraud, 
abuse, and extortion.” (Pltf.’s Compl. at para. 3.) Plaintiff also claims that 
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he and other members “have spent (or will need to spend) considerable 
time and money to protect themselves” as a result of Express Scripts’ 
conduct. (Id.) 

 
3. Paul v. Providence Health System – Oregon, 237 Ore. App. 584, 

240 P.3d 1110 (2010). 

Plaintiffs brought this class action after unencrypted records containing 
personal, medical, and financial information of an estimated 365,000 
patients were stolen from the car of one of defendant’s employees. 
Plaintiffs alleged that defendant had negligently failed to safeguard those 
records and that defendant had violated the Unlawful Trade Practices Act 
(UTPA) by representing that it would keep patient information 
confidential when it knew that it had not taken sufficient steps to ensure 
that. Plaintiffs sought injunctive relief and damages for past and future 
costs of credit-monitoring services to protect against identity theft and for 
emotional distress.  

************* 

In sum, plaintiffs have failed to identify a duty defendant owes them, 
beyond the duty to exercise reasonable care, sufficient to support a claim 
in negligence for economic damages. Plaintiffs have also failed to state a 
claim in negligence for their emotional distress damages because they do 
not allege an affirmative disclosure by defendant of their confidential 
personal and medical information, nor do they allege facts sufficient to 
support an inference of a specific professional duty by defendant to protect 
against emotional distress caused by the theft of that information. Thus, on 
this record, the trial court did not err in dismissing plaintiffs' negligence 
claim. 

****** 

In conclusion, we agree with the trial court that plaintiffs failed to state a 
legally sufficient claim for negligence or under the UTPA. 

C. Covered entity vs. workforce. 
 

Frank Pacosa v. Kaiser Foundation Health Plan of the Northwest, 2011 U.S. Dist. 
LEXIS 6465 (D. Ore. Jan. 20, 2011). 

 
Plaintiff Frank Pacosa was hired by Defendant in 1978. At the time of his 
termination in 2008, he was working for Defendant as a pediatric 
physician assistant (PA). 
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Defendant has a secure medical-records system officially called 
HealthConnect.  Defendant’s employees who are authorized users of 
HealthConnect may access that system through a secure log-in account 
and may access particular patient’s records through the system  by 
entering the patient's health record number. Defendant’s employees and 
their families, including Plaintiff and his family, are often members and 
patients of Defendant's health plan. 
 
Pursuant to its policies, Defendant’s employees may not access their own 
records or the records of their families or friends in HealthConnect unless 
they are the assigned health-care provider or they have the patient’s 
authorization and access has been approved through the proper procedure. 
 
Based on the initial audit, Sherlock asked the IT department on October 8, 
2008, to run audit reports detailing access to Lizabeth and Katie Pacosa’s 
medical records in HealthConnect for 2007 and 2008. According to 
Defendant, that audit showed Plaintiff had accessed the medical records of 
his wife and daughter multiple times. 
 
On this record, the Court concludes Plaintiff has not shown there is any 
genuine issue of material fact as to a causal connection between any 
protected activity and Defendant’s decision to terminate Plaintiff's 
employment. Accordingly, the Court grants Defendant’s Motion for 
Summary Judgment as to Plaintiff's Seventh Claim for wrongful 
discharge.  
 

D. State Attorney General vs. covered entity. 
 
1. State Of Connecticut v. Health Net of the Northeast, Inc., CIV. NO. 3: 

l0CV57(PCD)(D.C. Conn. July 6, 2010) (Stipulated Settlement). 
 

Attorney General Richard Blumenthal today announced a settlement -- the 
first of its kind in the nation -- with Health Net and its affiliates for failing 
to secure private patient medical records and financial information on 
nearly a half million Connecticut enrollees and promptly notify consumers 
endangered by the breach.  
 
The settlement provides powerful protections for consumers and a 
$250,000 payment to the state -- and marks the first action by a state 
attorney general for violations of the federal Health Insurance Portability 
and Accountability Act of 1996 (HIPAA) since the Health Information 
Technology for Economic and Clinical Health Act (HITECH) authorized 
state attorneys general to enforce HIPAA. 
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 The agreement resolves allegations that Health Net violated HIPAA, as 
well as state privacy protections regarding personal data such as social 
security numbers and financial information.  
 
Blumenthal sued after Health Net allegedly lost a computer disk drive in 
May 2009 containing protected health and other private information on 
more than 500,000 Connecticut citizens’ and 1.5 million consumers 
nationwide. The missing disk drive contained names, addresses, social 
security numbers, protected health information and financial 
information.130 

 
2. State of Vermont v. Health Net, Inc., and Health Net of the Northeast, Inc., 

CIV. NO. 2:11-cv-00016 (D.C. Vt. Jan. 14, 2011)(Consent Decree). 

Attorney General William Sorrell filed a complaint and proposed 
settlement Friday with Health Net, Inc., and Health Net of the Northeast, 
Inc., regarding the health insurance company’s loss of an unencrypted 
portable hard drive containing protected health information. The 
complaint alleges violations of HIPAA (the Health Insurance Portability 
and Accountability Act), Vermont’s Security Breach Notice Act, and 
Consumer Fraud Act. The settlement requires the defendants to pay 
$55,000 to the State, submit to a data-security audit, and file reports with 
the State regarding the company’s information security programs for the 
next two years. 

************ 

The lawsuit is Vermont’s first enforcement action under the Security 
Breach Notice Act and the second HIPAA enforcement action of its kind 
since state attorneys general were given HIPAA enforcement authority in 
2009. The case arises from a portable hard drive that contained protected 
health information, social security numbers, and financial information of 
approximately 1.5 million people, including 525 Vermonters. Health Net 
discovered that the drive was missing on May 14, 2009 and did not start 
notifying affected Vermont residents until more than six month later. 
When it did notify Vermont residents, Health Net told them that it 
believed their risk of harm was “low” because “the files on the missing 
drive were not saved in a format that can be easily accessible.” The files 
on the unencrypted drive were in TIF (Tagged Image File) format, which 
can be viewed using a variety of freely available software. 

The complaint alleges that Health Net’s six month delay in notifying 
Vermont residents violates the Security Breach Notice Act. That law 

                                                 
130 Attorney General Announces Health Net Settlement Involving Massive Security Breach Compromising 
Private Medical and Financial Info, July 6, 2010, 
http://www.ct.gov/ag/cwp/view.asp?Q=462752&A=3869.  
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requires data collectors to notify affected individuals of security breaches 
“in the most expedient time possible and without unreasonable delay.” 
The complaint further alleges that Health Net violated HIPAA by failing 
to secure protected health information, and that the company violated the 
Consumer Fraud Act by misrepresenting the risk posed to affected 
individuals in the company’s notice letters. 

3. State of Indiana v. WellPoint, Inc. (Marion Cir. Ct. filed Oct. 29, 
2010). 

The Indiana Attorney General’s office today filed a lawsuit against 
Indianapolis-based WellPoint, Inc. claiming the health insurance provider 
did not notify their customers or the Attorney General’s office in a timely 
manner following a data breach earlier this year affecting more than 
32,000 Hoosiers. Indiana law requires businesses to notify both the 
individuals potentially affected by a data breach, as well as the Attorney 
General’s office without unreasonable delay. This notification requirement 
was supported by Attorney General Greg Zoeller and included in House 
Enrolled Act 1121, which took effect in July 2009.  

Applications for insurance policies submitted to WellPoint containing 
social security numbers, financial information and health records were 
potentially available to the general public through an unsecured Internet 
web-site for a period of at least 137 days between October 2009 and 
March 2010. According to the state’s complaint, WellPoint was notified 
on February 22, 2010 and again on March 8, 2010 that application records 
containing personal information were accessible through its public 
website.  

WellPoint did not begin notifying customers of the security breach until 
June 18, 2010. Following news reports of the breach, the Attorney 
General’s office submitted an inquiry to WellPoint and received a 
response on July 30, 2010. The delays in notice both to customers and to 
the Attorney General’s office are considered unreasonable. The state is 
seeking $300,000 in civil penalties.131  

E. DOJ vs. individuals. 

A former UCLA Healthcare System employee who admitted to illegally 
reading private and confidential medical records, mostly from celebrities 
and other high-profile patients, was sentenced today to four months in 
federal prison. 

                                                 
131 “WellPoint’s Notification Delay Following Data Breach Brings Action by Attorney General’s Office,” 

October 29, 2010, available at http://www.in.gov/portal/news_events/58723.htm.  
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Huping Zhou, 47, of Los Angeles, was sentenced this afternoon by United 
States Magistrate Judge Andrew J. Wistrich, who condemned Zhou for his 
lack of respect for patient privacy. 

Zhou pleaded guilty in January to four misdemeanor counts of violating 
the federal privacy provisions of the Health Insurance Portability and 
Accountability Act (HIPAA). Zhou specifically admitted to knowingly 
obtaining individually identifiable health information without a valid 
reason, medical or otherwise. Zhou is the first person in the nation to be 
convicted and incarcerated for misdemeanor HIPAA offenses for merely 
accessing confidential records without a valid reason or authorization. 

Zhou, who is a licensed cardiothoracic surgeon in China, was employed in 
2003 at UCLA Healthcare System as a researcher with the UCLA School 
of Medicine. On October 29, 2003, Zhou received a notice of intent to 
dismiss him from UCLA Healthcare for job performance reasons 
unrelated to his illegal access of medical records. That night, Zhou, 
without any legal or medical reason, accessed and read his immediate 
supervisor’s medical records and those of other co-workers. For the next 
three weeks, Zhou's continued his illegal accessing of patient records and 
expanded his illegal conduct to include confidential health records 
belonging to various celebrities. According to court documents, Zhou 
accessed the UCLA patient records system 323 times during the three-
week period, with most of the accesses involving well recognized 
celebrities. 

In his plea agreement, Zhou admitted that he obtained and read private 
patient health and medical information on four specific occasions after he 
was formally terminated from the UCLA Healthcare System. Zhou 
acknowledged that at the time he viewed these patients’ medical 
information, he had no legitimate reason, medical or otherwise, for 
obtaining the personal information. 

There is no evidence that Zhou improperly used or attempted to sell any of 
the information that he illegally accessed.132 

F. Indemnification claims. 
 

Monarch Fire Protection District Of St. Louis County, Missouri, vs. Freedom Consulting 
& Auditing Services, Inc., et al., 678 F. Supp. 2d 927, 939 (E.D. Mo. 2009) [2009 U.S. 
Dist. LEXIS 118937]. 
 

Courts generally do not interpret indemnity clauses as permitting the 
recovery of attorneys’ fees in a suit between the contractual parties for 

                                                 
132 Ex-UCLA Healthcare Employee Sentenced to Federal Prison for Illegally Peeking at Patient Records, 

April 27, 2010, http://www.justice.gov/usao/cac/pressroom/pr2010/079.html.  
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breach of contract. See, Nusbaum v. City of Kansas City, 100 S.W.3d 101, 
109 (Mo. 2003) (en banc). As courts in other jurisdictions have noted, this 
reflects the general presumption of the American Rule that parties bear 
their own litigation costs: 

 
[T]he purpose of an indemnity clause is to require the 
indemnitor to hold the indemnitee harmless from costs in 
connection with a particular class of claims. Legal fees 
incurred in defending against an indemnified claim . . . are 
one such cost and thus fall squarely within the obligation to 
indemnify and serve to make the indemnitee whole. This 
rationale, however, does not apply to legal fees incurred in 
establishing the existence of an obligation to indemnify . . . 
since such expenses are not by their nature a part of the 
claim indemnified against. Rather, they are costs incurred 
in suing for a breach of contract, namely the failure to make 
good on the indemnification clause. As such, the attorney’s 
fees fall within the American Rule requiring each party to 
bear its own fees in litigation. 
 

R.R. Donnelley & Sons Co. v. Vanguard Transp. Sys., Inc., 641 F. Supp. 
2d 707, 722 (N.D. Ill. 2009) (citing Peter Fabrics, Inc. v. S.S. Hermes, 765 
F.2d 306, 316 (2d Cir. 1985)) (internal citations omitted). Parties are free 
to contract around this general rule, however, but the non-breaching party 
will be permitted to recover such fees only if the indemnity clause 
“expressly provide[s] for the recovery of expenses incurred in establishing 
the right to indemnity.” Nusbaum, 100 S.W.3d at 109 (citing RJF Int’l 
Corp. v. B.F. Goodrich Co., 880 S.W.2d 366, 368 (Mo. Ct. App. 1994)) 
(emphasis added).  
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HITECH BREACH NOTIFICATION EVALUATION 
 

Where there has been an unauthorized acquisition, access, use, or disclosure of protected health 
information (“PHI”), ask the following questions: 
 
1. Is the Information Unsecured PHI? 

A. Was the information held by a covered entity in its capacity as an employer? 
B. Was the PHI properly de-identified? 
C. Was the PHI acquired, accessed, used, or disclosed in accordance with the 

Privacy Rule? 
D. Is the PHI a limited data set which also excludes date of birth and Zip Code? 
E. Has the PHI been encrypted or properly destroyed? 

 
If the answer to any of these questions is yes, the information is not unsecured PHI, and no 
breach has occurred.  Otherwise, information is unsecured PHI, and breach notification 
evaluation must continue. 

 
2. Does the Breach Fall Within an Exception to Breach Notification? 

A. Was the PHI unintentionally accessed or used by a workforce member acting 
within the scope of his/her duties for a covered entity or for a business associate, 
and was there  no further impermissible use or disclosure of PHI? 

B. Was the PHI inadvertently disclosed by one workforce member at a covered 
entity or business associate to another workforce member at the same entity, 
where all involved are authorized to access the information, and was there no 
further impermissible use or disclosure of PHI? 

C. Was the use or disclosure of the PHI incident to an otherwise permissible use or 
disclosure where the minimum necessary requirement was followed? 

D. Was the PHI impermissibly disclosed to an unauthorized person where there is a 
good faith belief that the recipient would not have been able to retain the PHI? 

 
If the answer to any of these questions is yes, then there has been no breach.  Otherwise, there 
has been a breach, and breach notification evaluation must continue.  
 
3. Is Notification of the Breach Required?   

The third step involves a fact-specific risk assessment to determine whether the impermissible 
acquisition, access, use, or disclosure of PHI poses a significant risk of financial, 
reputational, or other harm to the individual.  When answering these questions, note that the 
higher the risk of harm identified, the greater the likelihood that notification of the breach is 
required. 

A. To whom was the PHI disclosed? 
 

1. Another employee of the covered entity or business associate, or another 
covered entity or business associate → Low Risk 
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2. Some other unauthorized person or entity (wrong fax number, 
unauthorized family member) → Moderate Risk 

3. PHI was lost, stolen, or disclosed to the media → High Risk 
 
B. In what form was the PHI accessed, used, or disclosed? 
 

1. Verbal → Low Risk 
2 Paper → Moderate Risk 
3. Electronic → High Risk 

 
C. What were the circumstances surrounding the access, use, or disclosure of PHI? 
 

1. Unintentional disclosure → Low Risk 
2. Intentional disclosure → Moderate Risk 
3. Hacking or theft of data → High Risk 

 
D. What type of PHI was impermissibly accessed, used, or disclosed? 
 

1. Limited data set → Low Risk 
2. Non-sensitive PHI → Low Risk 

 3. Type of treatment received (oncology services) → Potentially Higher Risk 
4. Substance abuse, mental health, contagious disease, etc. → High Risk 
5. Social Security number, tax identification number, account number, 

password/digital signature → Very High Risk 
 
E. What steps were taken to mitigate the potential harm of the access, use, or 

disclosure? 
 

1. PHI was returned before accessed → Low Risk 
2. PHI was properly destroyed (and destruction verified) and/or recipient 

signed a confidentiality agreement promising not to disclose → Low Risk 
3. Immediate steps were taken likely to reduce the risk of harm to a less than 

significant risk → Low to Moderate Risk 
4. None → High Risk 

 
4. If a significant risk of harm is determined to exist, then notification must be made.  
Otherwise, the investigation can be concluded without notification.  
 
5. The entity performing the risk assessment has the burden of demonstrating why it 
did not provide notification.  Accordingly, it is vital to thoroughly document the process 
described in Step 3. 
 


